S SMART-SOFT

XAPAKTEPUCTNKWM TRAFFIC INSPECTOR FSTEC

MWHUManNbHbIE CUCTEMHbIE TpE6OBaHVIFI

Mpoueccop Intel® Core i5.

4096 M6 onepaTBHOM NAMSTH.

1000 M6 cBO60AHOIO MeCTa Ha XXeCTKOM Aucke (Ans AanbHewwwel paboTbl NoTpebyeTcs
AOMONTHUTENbHOE MECTO NoA (aisbl K3Lua U CTaTUCTUKN).

MoHuUTOp 1 BUAeoaaanTep C paspeweHnem 1024 Ha 768.

OnepaumoHHast cuctema Microsoft Windows 7/2008 R2 nnu Bbiwe (OC x86 n x64).
MNoakntoyeHune K cetn NHTepHerT.

BHYTpEHHVIe N BHEWHNE CETU - NMPOTOKOJ1bl N TOMOJIOMNA

CepBep MOXeT paboTaTb C HECKO/IbKUMU BHYTPEHHUMU UHTEPGENCAMN B C/TOXHOM MO
TOMOSIOrNN CETM.

MonaepxwuBatotcs nHTepdencol 802.3 (Ethernet), 802.11 (Radio Ethernet), WAN PPP,
WAN VPN (PPTP, L2TP).

Pabotaet coBmecTHO ¢ NAT ot Windows. MNoaaepxwusaetca RAS (Dial-out), VPN (PPTP,
L2TP), PPPOE.

PabotaeTr ¢ RAS cepsepoM (Dial-In KAneHTbl), NOAAEPXKMBAIOTCS KaK MOAEMHblE
coeamHenuns, Tak n VPN (PPTP, L2TP).

BHyTpeHHMe ceTn MoryT OblTb OMMCaHbl Kak foKasbHble (HanpuMep BHYTpUOUCHas
ceTb) Unn NybnunyHble (HanpuMep AomMoBas). [Ans pasHbIX CETEN MOryT UCNOMb30BaThbCA
pa3Hble NOAUTUKK AOoCTyna.

Ans cbema Tpaduka nonb3oBaTenei yepes Apyrne cepeepa BHYTPEHHEW CETU MOXeT
TaKXe MCMoNb30BaTbCA CNEUManbHbIN peXxuM cHuddepa («nNpoCnyLKn»).

CepBep MOXeT paboTaTb C HECKOMBbKMMU BHELIHUMU MHTEpdENCaMn, T.e. MOXKET ObiTb
HECKONbKO MOAK/IIOYEHUIN K CETU NIHTEpHET.

Ans  paboTbl C AMHAMUYECKMMM  BHELWHWMW  MHTEpdENCaMM UMEETCS  PEXUM
aBTOMaTN4eCcKoro ux Bbibopa.

ObecneunBaeTcs KOppekTHasi paboTa npwv pasgeneHuMn BXOASLWEro W MCXoAasiwero
Tpaduka Ha BHEWHMX MHTepdelcax (Hanpumep, Npy paboTte Yepes CNyTHMK).

[ns nepcoHanbHOro pexuMa paboTbl WUCMONb3yeTcs BHYTPeHHMN IP  uHTepdeic
(127.0.0.1). B 3TOM Ccnyyae Ha3HayYeHue ApYrux BHYTPEHHUX MHTepdEeNCoB 3anpeLleHo.
Peanu3oBaHa BO3MOXHOCTb paboTbl KIMEHTOB Ha TEPMMHANIbHOM CepBepe.

NmeeTca noagaepxka npotokona IEEE 802.1Q (Tag based VLAN).

ABTOpU3auMs Nonb30BaTeNen

AsTopuzauusa no cetesoMmy agpecy - IP, MAC wunu BMecTe. Takxe MOXHO 3aaTb
Anana3soH IP agpecos.



ABTOpM3aumMs NO MMEHW W naponto. MoXeT UCNonb30BaTbCA Npu paboTe C MNPOKCHU
CEpBEPOM MM Yepes KIIMEHTCKOro areHTa C UCrosib30BaHNEM Kak COBCTBEHHbIX Maponen,
TaK 1 yepe3 goMeH cetn Windows. lMoaaep>KmBaeTcs aBToOpmn3aums C pa3HblX JOMEHOB.
3anuce MAC KIMEHTOB aBTOpM3auMu B Tabnuuy cratuyeckux ARP  onepauvoHHOM
CUCTEMBI.

ABTOpM3aLUMsl N0 aApecaM 3/IEKTPOHHOM MOYTbI - Ucrnonb3yeTtcs B SMTP wntoze.

B kauecTtBe AONONHUTENBHO NapaMeTpa aBTopm3aLmMm MOXHO ncnonb3osaTth Vian ID.
AsTOopusauns yepes API. [103BoNSET MCMOb30BaTh CTOPOHHUE MPOrpaMMbl.

KOHTponb HapylleHui npaBua aBTopu3aumun. B nporpamme BeaeTcs yyeT HapyLleHWN
AO0CTyna, NPON3BOANTCS 3amnnCb 3TUX COBLITUI B CETEBYIO CTAaTUCTUKY M XXYPHas, a Takxke
€CTb BO3MOXXHOCTb OMOBeLLaTb aAMUHUCTPATOPOB MO 3/1IEKTPOHHON noyTe.
MopnepxmuBaetca 8192 nonb3oBaTtenen n 256 rpynn.

ABTOMaTMYECKOE  MNepeHanpaBfieHNe  HEeaBTOPWU30BaHHbLIX  MOMb30BaTeNlem  Ha
cneunanbHyo MHOOPMaLMOHHYIO CTPaHuULy BCTpoeHHoro Beb-cepeepa (yaobHo ana Wi-
Fi ceTel 1 NOAKNIOYEHMN HOBbIX KIMEHTOB B IOMOBbLIX CETSIX).

AyteHTudmkaumsa nonb3oBatenen yepes ECMA (EanHas cuctema uaeHTUdUKaumm u
ayTeHTUduKauun).

CMC-NpeHTndunkaumus

B 2014 roagy npaBuTensCTBO P® NpUHANO MOCTAHOBMIEHWE, BHOCSILLEE W3MEHEHUs B
dbepepanbHbii 3akoH «06 MHGPOPMaUMK, MHDOPMALIMOHHBIX TEXHOMOMMAX U O 3alumTe
nHpopmaumm». CornacHo nonpaskaMm, onepaTtop nybsMYHOro cepemuca AOCTyna K CETH
NHTepHeT 06513aH XpaHUTb AaHHble Nosb3oBaTtens (Homep MobunbHoro TenegoHa, MAC-
aflpec yCTPOWCTBA, @ TaKXe BPeMs 1 06beM NONb30BaHNS YCITyrammn) B TEYEHUN NONyroaa
C MOMEHTa NpeaocTaBfieHns ycnyru. [JaHHble Nosb3osaTtesns MoryT 6biTb NpeaocTaBeHbl
B NPaBOOXPaHUTENbHbIE OpraHbl B CUTYaumsX, NPeayCMOTPEHHbIX 3aKOHOM.

Traffic Inspector npegnaraetr MexaHu3Mm SMS-maeHTUdUKAUMM AN BbINOSHEHWUS
TpeboBaHWi  3akoHopaTenbctBa  Poccuiickor  ®epepaumm  (MocTaHOBNEHUE
MpasutensctBa P® N2 758) B cepe npepoctaBneHns nybnvyHOro AOCTyna K CETU
NHTepHeT. B Hanbonee oblieM crnydyae, yypexaeHue HacTpauMBaeT OOLLEeAOCTYMHbIN,
OTKpbITbIN ~ Wi-Fi  xoTcnoT. MobunbHoe YCTpOMCTBO NOMb30BaTeNns CBOH6OAHO
accoumpyetrca ¢ Wi-Fi Toukou pgoctyna. [pu nonbiTke o06paTuTcs K Beb-camnTy,
nonb3oBaTenb nepeHanpasnseTcs Ha captive noptan (CTpanuudy peructpauum /
asTopusauun) Traffic Inspector, rae BBoaUT cBOM HoMep TenedoHa. [ns
NMOATBEPXAEHUS, HA MOBUbHBIM TenedoH Nob30BaTeNs BbicblnaeTcss SMS-coobuieHne
C KOAOM npoBepku. MNonyums gaHHOe coobLueHne, Nob3oBaTeslb BBOAUT KOA NPOBEPKM
Ha noptane. lMpoucxoanTt perncrtpaumns nonb3osatens B nporpamme Traffic Inspector,
nocne 4ero OH nMony4YyaeTr paoctyn kK cetu WHTepHet. Traffic Inspector xpaHuT
NOeHTU(MUKALUMOHHbIE [aHHble MOMb30BaTenst B TeyeHne Heobxoaumoro nepuoaa
BpEMEHM.

OrpaHunyeHunss paboTbl Nosib3oBaTeNEN

Mo patam.

Mo pacnucaHuio. MoxeT 6bITb 3a4aHO MHAMBKUAYANbHO AN1S NoNb3oBaTens, AN rpynnbl
Wnu cpasy Ans BCEX.

Mo pocTtyny K pecypcaM. MMeloTcs rpynnosble 1 obwme GunbTpbl Ha 3anpeLleHve u
paspelleHune. OunbTpbl NpuMeHsoTca Ha IP ypoBHe ansa nwboro Tpadwvka (IP agpeca,
MPOTOKOJIbl M MOPThI), Tak U Ha YPOBHE MPUIOXEHMIN Npu paboTe yepe3 npoken (HTTP,
FTP, URL, Tvnbl AaHHbIX, regular expressions). Bmecto IP apgpecoB Bcerga MOXHO



3aAaBaTb M MMEHA XOCTOB, YTO OMNMcaHne punbTpa AenaeT He3aBUCUMbIM OT U3MEHEHWN
afipecoB pecypcoB.

Mo IP n MAC appecaM knueHTa. [ns nonb3oBaTenen C aBTopu3aunen o MMEHWU 3TO
MOXET WUCMONb30BaTbCS A/ BBEAEHMS AONONHUTENBHbIX OFPaHUYEHNIA.

Mo poctyny Kk cnyx6am (NAT, poyTuHr, npokcu-cepsep, SOCKS-cepsep).

Mo konuuyectBy TCP ceccun. IT0 orpaHu4YeHne paboTtaeT, kak yepe3 npokcu (SOCKS),
Tak v ansa npsiMoro Tpadwuka.

3awuTa oT neperpyskn cetm n cepsepa Virus Flood Protect. Wcnonb3yeTcs aHanu3
Tpacduka nonb3oBatens u 6NOKMpyeT ero npu nepenosiHEHUM CETEBOM CTATUCTUKM,
CBOMCTBEHHOM NPWY 3apaXXEHUSX KOMMbIOTEPA NOb30BaTENSt CETEBLIMM BUPYCaMMU.
Peann3oBaHa BO3MOXXHOCTb OTKJIIOUYEHUS NOpTa ynpasnsieMoro obopyaosaHms no SNMP-
NPOTOKOS1Y C MOMOLLBIO CKPUMNTOB MPU U3MEHUU COCTOSIHUSA KIIMEHTA.

Layer 7 dounbTtpauuns (nDPI)

Cuctema  rnybokoA  MHCMEKUMM  MaKeToB  obecneuvMBaeT  MHTENNEKTyanbHOe
pacrno3HOBaHWe MPOTOKOSIOB MPUKIAAHOMO (CeAbMOro) YpOBHS 3@ CYET CUMrHaTYpHOro
aHannsa. C TOYKM 3peHust MoNb30BaTeNsl, AaHHAs CUCTEMa — MPOCTOe pelleHne Ans
610KMpOBKKN Npunoxennit Bpoae Skype u BitTorrent.

Tapudukaums

Bo3MOXeH pa3nuMyHbIin BUA y4yeTa TpaduKka: Mo BXOAAWEMY, UCXOASLWEMY, CyMMe
BXOASLLEr0 N MCXOASLLEro U MaKCUManbHOMY 3HAYEHMIO OT BXOASILLErO N UCXOASILLErO.
ECTb BO3MOXHOCTb 3agaHus npegonnavyeHHoro (becnnatHoro) Tpadwvka.

ECTb BO3MOXHOCTb TapuduumMpoBaTb BpeMsi paboTbl KIMEHTOB. Npu 3TOM aboHeHTCKas
nnaTa MOXET HAYMCNSTLCA MOCYTOYHO MM NMOMUHYTHO 3a BPEMS peanbHON paboTsbl.
Tapudbl MOryT 6biTb M3MEHeHbl 3agHUM 4ucioM - ftoboe MX M3MeHeHue BredeT
HEMEeANEHHbIN NEPECUYET BCEX AaHHbIX MO BUIMHIY. [JONONHUTENBHO MOMYT 3a4aBaTbCs
CKMAKM Ha TpaduK 13 KaLa, NOYTOBLIA UK NO6OM APYroi B COOTBETCTBUM 3aAaHHbIM B
(PUnbTpax KpUTEPUSM.

PaboTta B kpeauT. MNpun paboTe KNMeHTa B KpeauT A0 MOMeHTa 6/10KMpoBKM MOryT 6biTb
NPUMEHeHbI OTAESbHblE NOIMTUKM AOCTYNa.

Bce HacTporku Tapudukaumm MoryT ObiTb caenaHbl MHAMBMAYaANbHLIMKW, TPYyNnOBbIMU
nnn obwmMmM, YTO NO3BONSIET UMETL pPasfinyHble TapudHble NAaHbI.

Tekywui CTaTyC KIMeHTa CO BCEMM €ro napameTpamun Tapudukaumn otobpaxkaeTcs B
peasnibHOM BpeMeHW.

Bce M3MeHeHUs1 cTaTyca KJIMEHTOB MOryT 3anMCbiBaTbCA B XXYpHan Ansl nocneayollen
06paboTkn n hopMMpoBaHUSA OTYETOB.

Peann3oBaHa BO3MOXHOCTb CO34aHWS PYMNMOBbIX CYETOB - €AMHbIN CYET ANt HECKOSbKMX
rpynn v KIIMEHTOB.

B HacTpoiikax TapudoB eCTb BO3MOXHOCTb 3aAaTb IMMUTbI TpadmKa Ha CyTKWU, Heaento,
Mecsiu.

KOHTpO/1b BHELLUHEro Tpapuka

Ans yyeTa obuiero Tpaduka, NoTpednsemoro y npoeanaepa, UMETCS KOHTPOSIMPYEMbIE
CYETUMKM, KOTOPble OnuMcbiBatoTCs Kak IP ceTn. C nx NOMOLLBbIO MOXHO YUYUTbIBATb TPAUK
OT npoBavaepa. Heckonbko TakMX CUYETUMKOB MO3BOMISIKOT BECTU PasfesibHbi YYeT
pa3Horo Bunaa Tpadwuka (broTHbIN UM 6ecnnaTHbIN).

[Nl KOHTPONMPYEMbIX CHETUMKOB 33[4at0TCA NIMMUTBI - NpeaynpeXxaeHusl, nepepacxoaa
N eXeAHEBHbIA, NPU MPEBLILEHNM KOTOPbLIX BbIAAETCS OMOBELLEHME AAMUHMCTpATOPA
nnn (n) gaHHoe HanpasneHue (Tpaduk) MoxeT 6blTb 3ab610KMPOBaHO.



= [lpn cpabaTbiBaHWM 6OKMPOBOK HA BHELLIHMX CHETUYMKAX MOXET 6bITb 3anyLeHo noboe
BHELLUHEE MpUIoXeHue.

= [1ns AONONHMTENbHOro aHanm3a obuero notpebnsemoro Tpadmka MoryT 6bITb 3aaaHbl U
BHEWHME WH(OPMALMOHHbIE CYETYMKK, A€ €eCTb [AOMNOSHUTENbHAsh BO3MOXHOCTb
aHanusnposaTb Tpadumk no IP npoTokonaM n noprtam.

= [JlaHHble MO BHELWHMM CYETYMKaM MOryT OTobpaXkaTbCs Kak B peaslbHOM BpPEMEHWN U
3anucbIBaTbCA B XYpHan ans opMMpoBaHMS OTHETOB.

CeTeBasd CTaTUCTUKA

= [1ns nonb3oBaTeNiel M BHELHWUX CYETYMKOB MOXET ObiTb BK/IOYEH CH6Op ceTeBon
CTAaTUCTUKKN B KOHTeKCTe IP agpecoB, NpoTOKON0B, NOPTOB M DNS-nMeH.

= ECTb BO3MOXHOCTb MHAMBMAYANbHO WM AN BCEX 3aaBaTb CTEMneHb AeTanus3aumu -
WHTEpBas aHanM3a M KOMIMYECTBO aKTUBHBIX COEANHEHWMN.

= Tekywas CTaTUCTMKA MOXET OTobpaXkaTbCH B peanbHOM BPEMEHW M 3anMCbiBaTbCS B
XXYpHan Ans nocneaytowero aHanmsa n opMmMpoBaHns OTYETOB.

= [Ing AOnoSHMTENBHOMO aHanm3a XOCTOB U ceTeun ncnonb3yetca cepeuc Whols n NetGeo.

= [lpeaycMOTpeHa BO3MOXHOCTb 3aMMCUM CETEBOW CTATUCTUKM BO BHYTpPeHHio CYB[
MporpaMMsbl, a TaKXXe CMHXPOHWM3aumMst BHyTpeHHel CYB/l ¢ BHewHen 6a3on Ha MSSQL
2005, nnbo MySQL, nnbo PosrgreSQL.

[pokcn-cepeep

= [potokonbl - HTTP/1.1, FTP, SOCKS 4/5.

= AyTteHTuduKaumsa - BASIC (OTKpbITbIM MaponeMm) WM MHTErpupoBaHHas yepes AOMeH
Windows (NTLM v. 1/2).

= K3swwupoBaHue - eCTb MHOr0 HaCcTpoeK Afs Bblbopa ONTUManbHbIX MapaMeTpoB C TOYKM
3peHus 3KOHOMMM TpadumKa.

* WHavBuayanbHasi rmbkass HacTpoMka MapaMeTPoB K3LWMPOBaHUS ANS OTAENbHbIX
pecypcCoB.

= Kaw xpaHuTCcs B ogHOM dhavine CYB/, npn 3TOM NOSTHOCTbIO UCKIOYEHA €ro BHYTPEHHSSA
(dparmMeHTaums. Bce MHAEKCHI K3LLa XpaHSATCS B ONepaTUBHON NaMsiTh, YTo obecneymBaeT
BbICOKYIO CKOPOCTb paboThl C K3LLEM.

= OunbTpauns KOHTEHTa - MPOKCK cepBep ncnonbyet obwme ¢ IP punbTpammn cnnckn, Ho
NSl HEero ecTb BO3MOXHOCTb TaKXXe 3aaBaTb TUM KOHTEHTA M BECTU aHanun3 rnpoTokosa
1 URL BNAOTb 1O KOHTEKCTHOMO NOMCKa C NOMOLLbIO BblpaXKeHWi regular expressions. 310
NO3BOJISIET, HANpPUMep, Nerko peann3oBaTb 3P@eKTUBHYO duUnbTpauunio baHHepoB.

= Ectb nogaepxxka Mmetoga HTTP CONNECT - yepe3 npoKcu cepBep B 3TOM peXxmMe MOXET
paboTatb SSL, FTP unu ntoboe apyroe TCP npunoxeHue, no3sonsiolee paboTtatb Yepes
HTTP TyHHenb.

= FTP yepe3 HTTP (MeToa GET) - npokcu cepsep reHepupyet HTML cTpaHuubl, NO3BONSS
pabotatb ¢ FTP cepBepamu B pexume yteHus. lNpu 3ToM paboTaeT aBTOMaTMyeckoe
nepexksIto4eHne Mexay akTUBHbBIM M MacCUBHbLIM peXXxnMamMun ans npotokona FTP.

= ABTOpM3aums - CKBO3Hasl. Ecnv nonb3oBaTenb He aBTOpM30BasCs, TO No He06XoAMMOCTH
3anpalumBaeTcs ayTeHTMduKauns vyepes npoken nnmn SOCKS cepsep.

= ABTOMaTMyeckoe KOHpUrypupoaHue 6poy3epoB, B COOTBETCTBUM  MPUHSTbIM
cTaHaapTaM. Mpokcn cepsBep BblAAeT KaMeHTaM ctaHaapTHbii WPAD.DAT JAVA ckpunt
Ana  MX KoHurypupoBaHus. ECTb BO3MOXHOCTb 3adaHuss B HeMm LAT (Tabnuupl
NnoKasnbHbIX agpecoB). Takke MOXeT O6biTb  MCNOAb30BaHO  MpPUHYAUTENbHOE
KOH(UrypmposaHue 6poy3epoB vepe3 KIIMEHTCKOro areHTa.

=  ®opeapauHr HTTP 3anpocoB Ha Apyron nNpokcu cepeep.

= Bnokuposka HTTP Tpaduka MMMO NpoKcK cepsepa.



= OnepatmBHOE YynpasneHne pexuMamMn QUIbTpauMM W K3LWMPOBAHMS CO CTOPOHbI
K/IMEHTa.

=  /IMeeTcs BO3MOXHOCTb BbI6OPOYHO BKOUMUTL 3aMMCb B XXypHan BCEX 3anpocoB 4yepe3
NPOKCK cepBeep.

= AnHanm3 SSL/TLS.

SMTP-wnto3

= [lybnukyeT oanH BHyTpeHHU SMTP-cepBep ans goctyna u3 MHTepHeTa.

= 3anpeLwaeTt OTKpbITble relay (mepecbisikn), 4TO MO3BOMSIET MCMONb30BaTb BHYTPU CETU
caMble NPOCTble NOYTOBbIE CEpBEpa.

= EcTb npoBepka agpecoB oTnpaBUTENEN Ha AOCTOBEPHOCTb MX AOMEHA.

= EcTb npoBepka XOCTOB OTnpaBuTenein ¢ nomowbio cnyx6 RBL, 6asupytowmxcs Ha DNS.
MHOronoTo4Has peanunsaumsi NO3BOSSET 3a4eNCTBOBATb H0OMbLLOE KONNYECTBO CNyxb 6e3
BHECEeHUa AOMNONHUTENbHbIX 3agepxek. Yepe3d RBL Takxe MOryt npoBepATbCs U Bce
NpoMeXyTouHble SMTP-cepBepa aHa/IM30M 3arojloBKOB COOOLLIEHNIA.

=  MMeloTCs «4yepHble CNUCKM» XOCTOB OTMNpaBUTENIeN, KOTOPble MOryT 3amnonHATbCS Kak
ABTOMaTM4eCKW, TaK N BpY4YHYI0. ABTOMaTU4eCKOe 3aHECEHNE B «YEPHbIE» CMUCKU XOCTOB,
OTUABbTPOBaHHbLIX Yepe3 RBL, MNO3BONseT CywWeCTBEHHO 3KOHOMWUTb Tpaduk npwu
MACCOBOM PacCbifiKe CraMa C HUX 3a CYET MCKIIIOYEHNS MOCieayowmx 3anpocoB Ha RBL
CNyx6sbl.

= Ectb «b6enble» cnucky, OMNMCbIBalOWME OTNPaBUTENEN, AN KOTOpbIX unbTpaums
Co06LLEHNIN NPUMEHSTLCS He byaeT.

= [na aHanu3a oT(uIbTPOBaHHOM MOYTbl BEAETCS NMOAPOOHLIM XXYPHaN, a TakKe MOXET
MCMO/b30BaTbCA NOYTOBAsA PACChbi/iKa aAMUHUCTPATOPaM.

=  TapuduumpyeT BXOAALLYIO NOYTY ANS U3BECTHLIX Mony4vatenen - nonb3osatenen Traffic
Inspector. [Inst 3koHOMUM Tpaduka NpUeM NOYTbI ANt HEU3BECTHBIX NOSyYaTeNen MOXET
6bITb 3anpeLleH.

=  MoxeT bbITb 3anpeLleH TakxXe npueM noyTbl AN1s1 OTKHOYEHHbIX UM 3a6/10KMPOBAHHbIX
NosIb30BaTENEN.

= [oppepxuBaeTca WMHTErpaumss Moayns 3almTbl OT HexenaTtenbHorM noytbl Traffic
Inspector AntiSpam.

= OunbTpauus no MIME-Tnnam o6bEKTOB.

= [loaaepxka StartTLS.

CepTndunumnpoBaHHbIM MexceTeBom 3kpaH (firewall)

= [lo yMONYaHMIO 3aKpbIBaeT BCe 3anpocbl WM3BHE, MpW 3TOM MpO3payHO paspeLuas
ncxoasawme TCP, UDP n ICMP gaHHble, B CBSA3M C YEM HACTPOMKa CNyX6bl NpaKTUYeCcKn
He TpebyeTcs.

»  [uHamunyeckass UDP-unbTpaums - no3BOASET KOPPEKTHO oTauyatb Bxoaswme UDP
3anpochkl OT UCXOASALWMX, NPO3payHo pa3peluas ncxoaswme UDP gaHHble.

= [OunHamunuyeckass dunbTtpaumss FTP-DATA. lMpoussoautcs aHanu3 FTP komaHg PORT u
PASV 1 BbiCTaBneHne BpeMeHHbIX pa3pelueHnii B firewall. 310 no3sonseT 6e3 npobnem
paboTaTb C aKTUBHbLIM PEXUMOM (KIIMEHT), TaK M NMacCcMBHbIM (My6NMKYEMBIA cepBep).

= [Ins pa3pelueHunsi paboTbl Pa3INyHbIX CEPBEPHbIX NMPUTOXKEHWUI UK APYTUX NPOTOKO/OB
MOXHO OTAeNIbHO 334aTb CNMCOK paspeLuatolwnx 1 3anpeLuaowmnx npasuin.

= Ha wWHODOPMALMOHHBIX CYETUYMKAX MOXHO BECTW pa3fdefibHblA  yY4eT W aHanus
oThUNLTPOBaHHOIroO BXoasLero Tpadvka (aHanus gpnyaa, CkaHMpoBaHWS NOPTOB U Ap.).

= [Ins 3auTbl CaMOro cepBepa U3HYTPU CETU TaKXXe MOXET OblTb BK/IOYEH BHYTPEHHUM
firewall. Ero @yHKUMOHaNbLHOCTb aHanormyHa BHewHeMy. WMeloTca oTaenbHble
HacTpoWku aToro firewall Ans nokanbHbIX M NYBANYHBIX BHYTPEHHUX CETEW.

= PeanusoBaHa BO3MOXHOCTb 3anpeTa HeaBTOpU30BaHOro Tpaduka ¢ caMoro cepsepa.



= BnokmpoBka no reorpacdryecKkor nokaumm.

Bandwidth control (wennep)

= Cnyxba paboTaeT no niobomy Tpaduky, npoxoasileMy yepes cepsep. B ToM uncne yepes
npokcun-cepsep n SOCKS.

= OrpaHu4yeHve MHAMBUAYanbHOM CKOPOCTN paboTbl KMEHTA C OTAE/IbHON HACTPOMKOWN Ha
npveM n nepeaady.

= [IMHaMM4yecKoe OrpaHUYeHue - Ha3HayeHne CyMMapHOM MaKCMMasbHOM CKOpPOCTM ANS
rpynnbl, OTAELHO Ha NPUEM U nepeaady.

= OrpaHuyeHne no KONM4YecTBy MakeToB. [lone3Has yHKUMS AN NpeaoTBpalleHus
neperpysku CETU Npv 3NNAEMUSIX BUPYCOB.

= HasHauyeHue B punbTpax Tuna Tpadumka, KOTOPbIA Haa0 UCKIIOYMTbL U3 KOHTPOSIS.

= BbIiCTaBneHne oTAeNbHbIX OrpaHUYEHUN CKOPOCTU AN KOHKPETHOMO T1na Tpaduka.

= BbiCTaBneHne NpMopuTETOB Ha ONpeAeneHHbIN TUN Tpaduka. Ta HaCTPONKa No3BoNSET
MEHATb O4YepeaHOCTb 06paboTKM MaKeTOB BO BHYTPEHHEN ouepean Lennepa W
nepeaaBaTb 3TU AaHHbIE C MMHUMANbHBIMU 331€PXKKaMMU.

= [1ns Bcex NpaBui MOXET ObiTb Ha3HAYEHO pacrnmncaHue, YTO MO3BOMSIET AMHAMUYECKM
N3MEHSITb HACTPOWKM CNY>6bl 3TON B 3aBUCMMOCTU OT BPEMEHMW.

= [lpu paboTe yepe3 NpoKcu cepBep MMEETCS BO3MOXHOCTb HAaCTPOUTb MOJIOCY OTAENbHO
ANSi pa3HOro Tna KOHTEHTa.

= [JlaHHble M3 K3lla MPOKCM CepBepa, a TakKXe C JoKanbHOro Beb cepBepa (cepsep
CTaTUCTMKM) OrPpaHUYEHNSIM MO CKOPOCTU He MOABEPratoTCs.

Advanced routing n nepeHanpasnerHne TCP-coeanHeHUN

Pacwupsier dyHkumm poytepa Windows. Takxke 3Ta yHKUMS n3secTHa kak «policy routing»
nnn «source routing».

= [epeHanpaBneHne Tpaduka 4Yepe3 3adaHHbIA BHELWHWA WHTepdenc Ans rpynnbl
nonb30BaTeNeN.

= [epeHanpaBneHne Tpadvka Yepe3 3aAaHHbIM BHELWHUA MHTepdENC ANS Nonb30BaTeNs
NHANBUAYANBHO.

= [lpuMeHeHne nepeHanpaBneHns ANns 3agaHHoOro Tuna Tpadwuka. Mpu paboTte uyepes
NMPOKCU MOXHO 3aaaTtb Takke Tun HTTP KOHTeHTa.

= B ¢dunbTpax Takke MOXHO 3aaTb B KauyecTBe YycnoBusi (hakT nepeHanpaBieHus
Tpadumka.

= PeanusoBaH peavpeKkT UCXoasawmux oT knneHTa TCP-coeauHeHun. PeaupekTt ynobHo
MCNonb30BaTb, €C/IN B JIOKANbHON CETM €CTb CTOPOHHUIA MPOKCU-CepBep unn Tpebyetcs
nepeHanpas/ieHne KNNeHTa Ha ApYroi MHTEpHeT-pecypc.

KJIMeHTCKUM areHT

C nomouwpbto cneuwaanof/'l nporpaMMmbl - KJIMEHTCKOIO areHta - TnMOJib30BaTE/lb MOXET
CaMOCTOATESJIbHO:

= BUAETb Tekywwmi 6anaHc, Takke MOXHO HACTPOWTb OMOBELUEHWE, KOrAa CpeacTBa Ha
CYETY NOAXOAAT K KOHLLY.

= MepeknoYaTb YPOBHM (PUIbTpauMM KOHTEHTa - paboTaTb B pexume «cbepexeHus»
Tpadmka.

= MepekioyaTb PeXuMbl K3WMPOBaAHWUA NPOKCUM cepsepa. JTO no3BonseT 6e3 npobnem
npocMaTpueaTb H6bICTPO OOHOBNSIEMbIE pecypCbl, UMes NPU 3TOM XOpOLUKe roKasaTenu
3KOHOMWUM TpaduKa 3a CYET K3LWMPOBAHUS.



ObICTPbIA AOCTYN B IMYHBIA KQOMHET C NMOMOLLbIO KOHTEKCTHOrO MEHIO areHTa.

MEHATb Naposib Yepe3 areHT. AAMUHUCTPATOP MOXET OTK/IOUYNTb BO3MOXXHOCTb CMEHbI
napons B Traffic Inspector.

HeckonbkO NpOTOKOMOB aBTopu3aumm € nomouwbio areHta (UDP, HTTP, SSL). MMpwu
BO3HWKHOBeHWM npobnem asTopusaummn no UDP B WiFi ceTsx MOXHO ucnonb3osatb HTTP
nnn SSL.

BcTpoeHbit Beb-areHT BO MHOFOM aHa/IorMYHbIN MO (YHKLUMOHANY KITMEHTCKOMY areHTy.
YctaHoBka Beb-areHTa He TpebyeTcsi, T.K. OH 3arycKaeTcs M3 [/1TaBHOM CTpaHuMLUpbl
BCTpoeHoro Beb-cepsepa.

HactpavBaemble npepynpexaeHusi B KIIMEHTCKOM areHTe o 6/10KMpOBKe NO NMMUTaM
rPynnoBbIX CYETOB.

KpoMe TOro, aAMMHUCTPATOP MOXET pa3oc/iaTh ObICTPOE OMOBELLEHWE MOJSb30BaTeNAM, Y
KOTOPbIX UCMOMNb3YETCSH KIMEHTCKUMN areHT.

BcTpoeHHbIN BE6 cepBep C MOAAEPXKKOM 3amnycka CKpUNTOB U (hOPMUPOBAHUSI AMHAMUYECKOrO
KOHTEHTa No3BoNsieT 06ecneunTb KIMEHTAM AOCTYN ANS NPOCMOTPA Pas/IMYHbIX OTYETOB MO MX
paboTe. ITOT CEpBUC MOMHOCTbIO 33[J0KYMEHTMPOBAH U MOXET ObiTb NIErKO CaMOCTOSATENBHO
aopaboTaH.

AAMUHUCTPUPOBAHME

YpaneHHoe ynpaeneHve - AN8 yAaneHHOro [AoCTyrna WCnonb3yeTcsd CTaHaapTHas
TexHonorns DCOM, KoHCoNb ynpaeneHus BbinosiHeHa kak MMC Snap-In, 4yTo no3sonser
€e JIerko MHTEerpMpoBaTb C APYrMMNU MHCTPYMEHTAMWU aAMUHUCTPATOpa.

OrpaHuyeHne 0oCTyna - MOXHO 3aAaTb rpynny aAMUHUCTpaATopoB B aoMeHe Windows
NN NCNONb30BaTb BCTPOEHHYIO ayTeHTUMUKALUMIO NO Naposto.

PacnpepeneHne paoctyna - MOXHO co3faTb aAMWHUCTPATOPOB C OrpaHWYeHHbIMU
npasamn, Hanpumep, TONbKO ANs A06aBneHUs KIMEHTOB, TOMbKO ANS MOMOSIHEHUS
CYETOB, TOJIbKO ANs PaboTbl C ONpeaeneHHON rpynnon KIMEHTOB.

MOHWUTOPUHI PaboTbl KIIMEHTOB M CETEBOM CTAaTUCTUKM B PeasilbHOM BPEMEHW.

MpOCMOTP CTAaTUCTUKM KITMEHTOB M MOMOJSIHEHME CUYETA Yepe3 Beb-mHTepdeliC.

B cnyyae, korga KoMMbloTepbl KAMEHTOB He B cetu Windows, KAWeHTbl MOoryT
CaMOCTOSITENIbHO 3arpy3uTb UM 0OHOBUTbL areHTa Yepe3 BCTPOEHHLIN Be6 cepBsep.
ABTOMaTU4eckoe A0baBNEeHNE KIMEHTOB - ecnn ceTb pabotaeTr ¢ aomeHom Windows.
Takxe UMeeTCsl BO3MOXHOCTb OFPaHUYUTbL 3TO ANs1 OTAENbHOW Ipynnbl JOMEH], a Takxke
Cpa3y noMellaTb HOBbIX K/IMEHTOB B pa3sHble rpynnbl Traffic Inspector ¢ npmBsskon k
rpynnam joMeHa.

YacTb HaCTpoeK KMEHTOB NPOrpaMMbl AOCTYMHa Yepe3 Beb nHtepdeiic.

Tpolika akTMBHOCTM MO CHETUYMKAM.

Tpolika akTUBHOCTM MO K/IMEHTAM.

OTyeTbl

MoxeT 6bITb CPOPMUPOBAHO HECKOSIbKO AECATKOB BWAOB pasHbIX OTYETOB TpaduKy,
BUNNHIY 1 CETEBOM CTAaTUCTUKE. Bce 0TYETHI MOMyT 6bITb MMMOPTUPOBAHbI M COXPaHEHBI
B pa3nu4HbIX BMAax n dopmatax - TabsiMyHbIX U rpadmyecKkux.

Habop oT4eTOB MOXET 6bITh PacLLUMPEH UCMONb30BaHMEM MHTEpdEca aBTOMAaTU3aLNMN.

[lononHuTenbHbIE NAarnHbl U NpPOorpamMMHble NMpPoAYyKTbI

AdGuard. dunbTpaumsa pexknambl, BC/bIBAOWMX OKOH B Tpaduke, NpoxoasieM yepes
NpoKCcu-cepsep.



= NetPolice ana Traffic Inspector. ®unbTpauma no URL-kateropuam ans Tpaduka,
NMpOXOASILLEro Yepe3 npokcn-cepeep. Mcnonb3yetcs oHnarH 6a3a NetPolice.

= RAS Dialer. Moaynb-go3soHwuk. YcraHasnusaeT VPN (PPTP, L2TP/IPsec, SSTP, PPPoE)
n Dial-Up (PPP) nogknto4eHnss ¢ yaaneHHbIMU cepBepamu.

= RBL SMTP Filter. ®unbTpaLusi NOYTOBbLIX COOOLLEHNIA, NPOXOASLLMX Yepe3 SMTP-wwnto3,
C npoBepkor email agpecoB B OH-NaiH 6a3ax AaHHbIX DNSBL.

NHTepdenc aBToMaTm3aumnm

= OTkpblToe API ansi CTOPOHHMX pa3paboTyMKOB.
= BcTpoeHHasa nopaep)kka CKpMNTOB aBTOMaTM3auuu.
= CoobLecTtBo pa3paboTunkoB Ha dopyme.

[Mpon3BOANUTENBLHOCTb

BosMoxxHocT cepBepa c Traffic Inspector 3aBWCST OT MOLIHOCTM  WUCMOJSIb3YEMOrO
060pyaoBaHMs, HO MJaHUpYeMasl Harpyska Mpu NponyckaHuM Tpaduka uyepes cepBep He
A0/KHA MPEBBILIATL CNIEAYIOLNX PEKOMEHAYEMbIX 3HAUEHWIA:

=  eMKOCTb ceTn He 6onee 200 aboHeHTOB Npu paboTte yepe3 npokcu 1 2000 npu pabote
yepe3 NAT.

= [poxoxaeHue Tpaduka yepes cepsep He 6onee 5000 nakeToB B CeKyHAY.

= MPOMyCKHas CNocobHoCTb AparBepa Ao 600 Mbut/cexk.
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