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AkTyanbHble npobnemol
MHGOopMaTU3aUNN y4EOHbIX yUpexaeHui

B HTtepHeTe cerofHsi MHOXATCs PeCypChbl, NMpoNaraHAUpyIOIINe CYHLH] Cpean

nonpocTkoB. PockoMHa30p Oiokupyet onacHele coobiectBa. Ho Ha Mecte onHo-

TO 3aKPBITOrO OTKpbIBaeTCs 1Th. MckopeHuTs npodiieMy 1oka He noiydaercs. Ho

€CTh BO3MOXKHOCTH IPEIYIPEIUTh M N30€KaTh TParn4ecKuX MOCIEACTBUH, ecln

HaJJIeKAIM 00pa3oM KOHTPOJIMPOBATh NIPUCYTCTBHE MOPOCTKOB BO BeemmpHoi

TIayTHHE, B TOM YUCIIE YePe3 MIKOIBHYIO CETb.

Bwmecrte ¢ Tem, ecTh poOeMsl, IpUCyIIe HHYOPMATH3ALNHI POCCHHCKIX 00pa3o-

BaTeJIbHBIX YUPEKACHUI BOOOIIE, KOTOPBIE CYIIECTBEHHO 3aTPYAHSIOT BBIIIOIHEHUE

9TOM 3a7auu:

*  He coOmoaeTcs 3aKOHOIATENbCTBO, PEryupyroliee 10cTyl K IHTepHeTy 1
WCIIONIb30BAaHNE €TO HECOBEPIICHHOJIETHIMU;

*  HE BeIeTCS KOMIUICKCHBI MOHUTOPHHT IpeObIBaHus AeTel B VIHTepHeTe;

*  OTCYTCTBYET HOJDKHAS CHCTEeMa 3allUThI AeTeil 0T HH(pOpMAIHH, CIOCOOHOH
NPUYHHUTE BPEJ UX 3J0POBBIO U PA3BUTHIO;

°  HeT LEHTPAJM30BAaHHON CHCTEMbI aHAIIMTHKHU ISl Pa3pabOTKH Mep Mpodu-
JIAKTHKH CyUIUA CPEAH MIKOJIbHHUKOB.

HacTostee Metoaiaeckoe mocodue Mpu3BaHo MOMOYb pabOTHHKaM chepsl 00-
pa30BaHUs — YNHOBHUKAM, JTUPEKTOpPAM IIKOJ, YUUTEISIM, a TAKKE POTUTENIAM
IIKOJIbHUKOB ITOHATH, KaK I/I36e)KaTI) OTUX np06neM " KakK caejiaTb NpUCyTCTBUEC
nereii B IHTepHETEe OE30MIaCHBIM.

1. UHTEPHET B 3AKOHE:
TPEBOBAHUA, OTBETCTBEHHOCTb, PELLEHNA

[TpaBuia 1 cTaHAAPTHI MOAKIIOYCHUS] POCCHHCKNX 00pa30BaTEIbHBIX yUPEXKIe-
HUH K IHTepHETY periaMeHTHPYIOT CIETYIOMINE 3aKOHBI:

*  ®3-436 «O 3ammre geteit ot H(GOPMAIIMY, TPHYUHSIOIICH BPEI UX 310pPO-
BBIO M PA3BUTHUION;

e ®3-139 «O BHecenun usmenenuii B Genepanpuslii 3akoH «O 3amure neren
oT HH(pOPMAIIH, TPUIUHSIONICH BPe UX 3I0POBBIO U PA3BUTHION;

e ®3-149 «O6 mHpOpMaIuy, HHOOPMAITMOHHBIX TEXHOJOTHIX W O 3aIUTe
nHpopMaumy;

@3-152 «O 3ammre nepcoHaNbHBIX JAaHHBIX);

*  @3-188 «O BHecenun uameHennit B Genepanpublii 3akoH «O0 nHbOpMa-
WU, THPOPMAITMOHHBIX TEXHOJOTHIX U O 3alIUTE MH(POPMAIIN»;

*  Tlocranosnenwue ot 31 utonsg 2014 1. Ne 758 06 naeHTH(UKAIINH [TOJTH30BA-
teneit Wi-Fi.

PaCCMOTpI/IM noz[p06Hee Tpe60BaHI/I$I, MPEABABIISICMBIC 3aKOHOM, U PCIICHM, KOTO-
PBIC TOMOT'YT aIMUHUCTPAIIMHN HIKOJIbI UX COOIOCTH U TEM CaMbIM H30€KaTh HaKa-
3aHMA.

D3-139 u ®3-436 «O 3ammuTe AeTei 0T UHPOPMALMH,
NMPUYAHSIIONIEH Bpex X 3I0POBHIO M PAa3BHTHIO»

TpedoBanue. Poccuiickoe 3aKOHOIATENILCTBO 00S3bIBACT 3 IMUHUCTPATOPOB TO-
YeK MyOJIMYHOTO MHTEPHET-0CTYIa UCHOB30BATh CPEACTBA (DHIBTPALIUH, Orpa-
JKIAMOLIME JCTEH OT MOCELICHHUS PECYPCOB C OMACHBIM, IKCTPEMUCTCKUM U MOP-
HOrpagUICCKUM KOHTCHTOM.

OtBercTBeHHOCTH. [Ipy HapylIeHHH 3aKOHA HAKJIaJbIBACTCSl AJIMHHHCTPATHB-
HBII Tpad: Ha rpaxaad — ot 2000 no 3000 pydieit ¢ KoH(pHCKanuel mpeaMeTa
aJIMHHHACTPATUBHOTO TIPaBOHAPYILIEHHUS; HA TODKHOCTHBIX Jiil — oT 5000 mo 10
ThIC. pyOJIeii; Ha JINII, OCYIIECTBILSIIOMIMX TPEAPUHUMATENBCKYIO IESTENbHOCTD
6e3 oOpazoBanus ropuryeckoro v, — ot 5000 no 10 Thic. pyOneii ¢ koHpHCKa-
LMed npeaMeTa aJMUHUCTPATHBHOTO MTPABOHAPYIICHHS MM JIMHHUCTPATHBHOE
MIPUOCTAHOBIICHUE JIEATEIBHOCTH Ha CPOK 10 90 CyTOK; Ha FOPUIANYECKUX JIUI] — OT
20 thIC. 10 50 THIC. PyOINIeH ¢ KOH(UCKAIIUEH TTpeMeTa aIMUHICTPATHBHOTO TIpa-
BOHAPYIICHUS WM aIMIHICTPATHBHOE ITPUOCTAHOBICHUE IS TEIILHOCTH Ha CPOK
10 90 cyToK.

Pemenne. bBrnokupoBaTh pecypchl, HE NpENHA3HAYCHHBIC Ui MPOCMOTpa
JIETbMHU. DTO CalThl, HA KOTOPBIX IPOMAraHIUPYIOTCs HAPKOTUKU, OTPHUIIAIOT-
Csl cCeMeHbIe TIEHHOCTH, COJIEPXKUTCS HEleH3ypHasi OpaHb, HH(MOPMAIHS TOp-
HOrpaUYecKoro Xapakrepa, u JAPyrue Pecypebl, yKa3aHHbIE B 3aKOHAX, peria-
MEHTHUPYIOIUX HH(HOPMAITMOHHYIO O€30MMaCHOCTh JIeTEH.

®3-152 «O 3ammTe NepcoOHATBHBIX JAHHBIX)

TpedoBanmne. Oneparop npu 00pabOTKE MEPCOHAIBHBIX JIAHHBIX 00513aH TPH-
HUMaTh HEOOXOIMMbIE OPraHMW3aIlMOHHBIC W TEXHHYECKHE MEPbI JUIS 3aIIHUTHI
NIEPCOHANIBHBIX JAHHBIX OT HEMPABOMEPHOTO MM CIy4aifHOTO JOCTyIa K HHUM,
YHUYTOXKCHUS, U3MEHEHHS, OJIOKUPOBAHNUS, KOTMPOBAHUS, PACIIPOCTPAHCHHUS, a
TaKXe 0T UHBIX HEMPaBOMEPHBIX JCHCTBUI.

OTBeTCTBEHHOCTDb NP HAPYIICHHH HOPM, PErYITHPYIOIINX 00pabOTKy U 3alluTy
MIePCOHANFHBIX JaHHBIX PAaOOTHHUKA: €CIN Y oreparopa OyaeT BeiBIeHO S0 Hapy-
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IICHUH, KAKI0€ U3 HUX MOXKET OBITh KBATM(HUIMPOBAHO OTIEIHHO, IO KaXKIOMY
COCTaBJICH TIPOTOKOJI M 33 Ka)J10€ HaJIokeH mrpad ot 25 Teic. 10 S0 ThIc. pyouei.

Pemenne. Vcronp3oBark cpeicTBa 3aIlIUThl — MEXKCETEBBIC SKpaHbI, cepTHdH-
mpoBanHele PCTOK P® no HOBbIM TpeOOBaHMSIM, BCTYITUBIIUM B CHiy | je-
kabps 2016 ronma.

B HOBBIX TPeOOBAHUSX BBIICIICHBI CIEAYIONINE THITBI MEKCETEBBIX IKPAHOB!

*  MEXKCETEeBOIl PKpaH ypOBHs ceTu (TUI A) — MpUMEHsieTCs Ha (PU3UUESCKOM
rpanule (mepumerpe) HHPOPMAIMOHHON CUCTEMBI WIIN MEXIY (pU3NIeCKHU-
MU I'PaHHAIIAMU CErMEHTOB MH()OPMAITMOHHON CHCTEMBI;

*  MEKCETEeBOH AKpaH ypOBHS JOTHUECKUX TpaHMI] ceTH (Tun b) — npumeHs-
€TCs Ha JIOTHYECKOM TpaHuIle (IepuMeTpe) HHPOPMAIIMOHHONW CHCTEMBI UITH
MEXIY JIOTUYCCKUMU I'paHUIIaMU CETMCHTOB PIH(i)OpMaHHOHHOfI CHCTCMBI,

*  MeXCeTeBOH 3KkpaH ypoBHS y3na (Tun B) — mpumensiercs Ha y3ie (Xocte)
MH()OPMALMOHHOM CHCTEMBI;

*  MEKCeTeBOil 3KpaH ypoBHs BeO-cepsepa (Tun I') — mpuMeHsieTcst Ha cepBe-
pe, 00CTyKHBaIOIIEM CalThI, BEO-CITy>KOBI M BEO-TIPMIIOKSHHS, WK Ha (Hu-
3UYECKOH TpaHmIle CETMEHTa TaKhX CEPBEPOB (cepBepa);

*  MEXCETeBOW 3KpaH ypOBHS IMPOMBINUIEHHON ceTu (Tum J[) — mpuMeHseTcs
B aBTOMaTH3MPOBAHHOMN CHCTEME YIPaBICHUS TEXHOJIOTHYECKUMH WIIU TTPO-
W3BOJCTBEHHBIMH MPOLIECCAMHU.

Jns muddepennmarim TpedoBaHmi K (PyHKIHAM O€30ITaCHOCTH MEKCETEBBIX IKpa-
HOB BBIZICTISIETCSI IIECTh KIJIACCOB 3AIIUTHI: OT 6-T0 (HU3KUH) 10 1-T0 (BBICOKHIA).

MeKceTeBbIe SKpaHbl, COOTBETCTBYIOIINE 6-MY KJIACCy 3allUThI, IPUMCHS-
I0TCSI B TOCYIapCTBCHHBIX WH()OPMAIIMOHHBIX CUCTEMaX 3-T0 U 4-T0 KIACCOB
3aM[UIIEHHOCTH, B @aBTOMAaTU3UPOBAHHBIX CUCTEMAaX YIPABICHUS POU3BOI-
CTBEHHBIMHU U TEXHOJIOTHYECKHUMH MPOIECCaMu 3-ro Kiacca 3allueHHOCTH,
B MH(OPMAIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX MPU HEOOXOAUMOCTH
obecrneuenust 3-ro u 4-T0 ypoBHEH 3alTUIIIEHHOCTH EPCOHATBHBIX JaHHBIX.

MesxceTeBble 9KpaHbl, COOTBETCTBYIOLIUE 5-MY KJIAcCy 3alllUThI, IPUMEHSIIOTCA
B IrOCYJapCTBEHHBIX MH()OPMAIIMOHHBIX CHCTEMax 2-TO KJlacca 3aIllMIIeHHOCTH,
B aBTOMATH3MPOBAHHBIX CHCTEMaX YIPABICHHUS MPON3BOACTBEHHBIMH M TEXHO-
JIOTMYECKUMHU TIPOIecCaMM 2-T0 Kjlacca 3allUIIEHHOCTH, B MH()OPMAIIMOHHBIX
CHCTEMax MEePCOHAIBHBIX JAHHBIX IPH HEOOXOANMOCTH 00eCIIeueH s 2-T0 YPOB-
HS 3QIIUIIEHHOCTU TIEPCOHAIBHBIX JJAHHBIX.

MesxcereBble SKpaHbl, COOTBETCTBYIONIHE 4-My KJIAacCy 3allUThI, IPUMEHSIIOTCS B TO-
CyIapCTBEHHBIX MH(OPMAIMOHHBIX CHCTEMAX 1-To Kiacca 3allMIIeHHOCTH, B aBTO-
MAaTH3UPOBAHHBIX CHCTEMAX YIPABJICHHS TIPOU3BOICTBEHHBIMU 1 TEXHOJIIOTIECKUMH
npoleccamy 1-ro Kiacca 3aluIeHHOCTH, B HH(POPMALMOHHBIX CUCTEMAX IePCOHAIIb-
HBIX JIAHHBIX IIPH HEOOXOMMOCTH oOecTieueH sl 1-ro ypoBHS 3allUIIIEHHOCTH TIepco-
HAJIBHBIX JAHHBIX, B MTHPOPMAIMOHHBIX CHCTEMax OOIIEro MoJIb30BaHusl 2-T0 Kilacca.
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MeskceTeBbIe IKpaHbl, COOTBETCTBYIONIHE 3, 2 U 1-My KjaccaM 3amuThl, IpuMe-
HSIOTCSl B MH(DOPMAIIOHHBIX CHCTEMax, B KOTOPbIX 00pabdarbiBaeTcs nHpopma-
LI, CoZlepIKalliasi CBE/ICHHsI, COCTABIISIIOIINE TOCYJAPCTBEHHYIO TalHYy.

®3-188 «O BHecennu usMeHeHuil B MegepajibHblil 3aKOH
«0O0 nndpopmauumn, THGOPMALUOHHBIX TEXHOJIOTHAX
U 0 3ammTe HHopManHm»

Tpe6osanmue. C 1 stuBapst 2016 roma BBe/ICH 3anpeT Ha MPUOOPETCHIE HHOCTPAH-
HOTO IIPOIPaMMHOT0 00€CIIeYeHUsI TSI HY>K/I TOCYIapCTBEHHBIX YUPESKIACHHH, 32
HCKITFOUCHHUEM TeX ciIy4aeB, eciii [IO cOOTBETCTBYIOMIETO KiIacca HET B SAHMHOM
peecTpe poccuiickux mporpamm st OBM u 6a3 maHHBIX.

OTBeTcTBeHHOCTH. OTKAa3 B MpaBe MPOBOJUTH KOHKYPC.

Pemenne. Paborars ¢ peectpom oredectBenHoro [10O: https://reestr.minsvyaz.
ru/reestr.

®3-149 «O6 undpopmanuu, HHHOPMAMOHHBIX TEXHOJIOTUIX
H 0 3a1HUTe MHPOPMAITUI»

TpedoBanmne. Jlro0as opranusaiys, npegocTaBisitonas 1ocTyn B IHTepHeT, 00s1-
3aHa OJIOKMPOBATh PECYPCHI B COOTBETCTBHH C YEPHBIM CITMCKOM PockoMHaazopa.
Y pa3HbIX HHTEPHET-TIPOBAIiIEPOB OOHOBIIEHHE CITMCKOB MPOXOIUT HE BCET/Ia CBO-
€BPEMEHHO, @ OTBETCTBEHHOCTH JIOKUTCS HAa KOMITAHHIO — OPraHu3aTopa pasfadu
Wurepuera.

OtBeTcTBeHHOCTh. Hapymienne TpeOoBaHMI HACTOSIIEr0 3aKOHA BJIEYET 3a
co00#l AMCHMIUIMHAPHYIO, TPaXKIAHCKO-TIPAaBOBYIO, aJMHHUCTPATHBHYIO HIIH
YTOJIOBHYIO OTBETCTBEHHOCTb COIIACHO 3aKOHOJATeNbCTBY Poccuiickoin dexe-
panum.

Pemrenne. cnone3oBath nmporpaMMHoOe OOecIiedeHHe Uil PErysipHOi Quib-
Tpauu 1o crnuckaMm Pockomuanzopa. Kak 3To cnenarb, Bbl MOXeETe Y3HATh
3neck: http://www.smart-soft.ru/documents-useful-materials/roscomnadzor.pdf.

IMocranosienue ot 31 uross 2014 r. Ne 758 06 naeHTudukanumn
noab3oBaresieil Wi-Fi u 3akononpoext «O BHeceHMH M3MeHeHM
B @enepanbHblii 3akoH «O cBA3W»

TpebdoBanme. [IpenocraBieHne mocrtyma K cet VHTepHET B 0OIIECTBEHHBIX
MECTaxX OCYIIECTBIACTCS TOCHE WACHTH(UKAINN OMEpaTopoM MONIb30BaTeIeH
YCIYT CBSA3M M MX OKOHEUHOro 00opynoBaHus. MaeHTuduKanus MoxeT mpous-
BOJUTHCS IO MACHOPTY, YUETHON 3allMCH Ha caiiTe roCyCciIyr WM C IOMOIIBIO
CMC-cooO1ieHust Ipy aBTOPH3ALIUH.



OtBeTcTBeHHOCTH. Hapymienne TpeOoBaHMI HACTOSIIETO 3aKOHA BIICYET 3a CO-
60l IUCIMIUTMHAPHYIO, TPa’KIAHCKO-TIPABOBYIO, aJIMHHUCTPATHBHYIO WIJIH YTO-
JIOBHYIO OTBETCTBEHHOCTb COIIACHO 3aKOHOJAaTeNnbCTBY Poccuiickoit denepannn.

Pemenne. Vcnonp3oBarte mporpaMMHOE oOecIicueHHe s WACHTU(DHUKAINN
MOJIb30BATENEeH 110 MACTIOPTY, YUETHOM 3alMCH Ha CaifTe roCyClIyr WK MOCpe-
CTBOM aBTOpH3ammy ¢ moMombsio CMC-cooOrmeHuii.

o

Jiist mpoBepKH Ballel IKOJIbHOW CETH Ha COOTBETCTBUE
TpeOOBaHUAM 3aKOHA, BOCIIONB3YHTECh HOBBIM BEO-CEPBUCOM

check.smart-soft.ru

2. BCETIA B KYPCE: KAK OBECTEYUTD
SOOEKTUBHBIN MOHUTOPUHT
NHTEPHET-PECYPCOB

Jis  MIKONBHUKOB JOCTYHn K VHTEpHETY cO CMapTGOHOB JaBHO CTall
KaXXTOTHCBHON HEOOXOMUMOCTHIO. 1 eciii BKITFOUCHHBIC B TapU(HEIA TaKeT Me-
rabaiiTel TpaduKa CTPEMHUTENBHO YIETYUUBAIOTCS, ETH HIIYT BO3MOXKHOCThH
MTOKITIOYATHCS K OTKPBITON Touke qoctyna Wi-Fi.

[TonoOubIe Wi-Fi-ceTn 1y1st myOnnyHOro UCTIOIb30BAHUS €CTh HE TOJIBKO B METPO
1 3aBEICHUSIX OBICTPOTO MUTAHMSI, HO BCE Yallle BCTPEYAIOTCS MPSIMO B IIIKOJIAX.
W noppocTKy He yIyCKaloT Cllydast BOCIIOJIb30BaThCsl UMU: BO-TIEPBBIX, OecIuiaT-
HO; BO-BTOPBIX, OBICTPO; B-TPETHHX, HEPEAKO ATO SINMHCTBEHHBII cIOCOO 0OHO-
BUTH CTPAHHYKY B COLHAJILHOM CETH, OTIIPABUTH COOOIICHNE WU IPOCMOTPETh
HOBOCTH B JIOOMMOM COOOIIECTBE.

HpI/I 9TOM aAMHUHUCTPALUA IIKOJIBI MOXKCT HNOJYYUTb JOCTYII K CTATUCTUKE 110-
CeIIIGHI/Iﬁ U BO3MOXHOCTb aHAJIM3UPOBATH BECh CIICKTP MHTCPHET-UHTCPECOB

ydaeHnkoB. O0ecneynTh KOMIUIEKCHBIH MOHHUTOPUHT NpeObIBaHUs neTeit B UH-
TEpHETE, B TOM YHCJIE OCYIIECTBIATh KOHTPOIb 3a MMOCEIIEHHEM MU PECYPCOB,
IIPOIAraHuPYOIUX CYULU], IOMOraeT CETEBOM IKpaH, Pa3MEILEHHBIH B IIpe-
Jielax OTKPBITON CEeTH.

B kayectBe mpumepa pacCMOTPHM BO3MOKHOCTH ceTeBoro skpana Traffic
Inspector. @yHKIMS MOHUTOPHHTA 3a COLMAIIBHBIMU CETSIMU B HHTEpdeiice 3To-
TO MMPOJYKTA MPEACTaBICHA IEIBIM PA3IEIIOM.

Traflnsp - [Kopes konconu\Traffic Inspector [LOCALN\Cepemcsi\Tpoxch-cepsep\Ananus counansHbix ceteii] - o X
@ Qaiin [Jeiicrene Bua UsGparHoe Okwo Cnpaska -8 x
e 2@ B Hm

(3 Kopens konconn Coumanshan cets

v T Traffic Inspector [LOCAL]
> [E Ovexre

> @8 Yuer padmxa
> & Monesosarenn u rpynne:
> B Npasuna

v 71 Cepancer
v & Npokcu-cepaep
&) Npaswna kowmposanna
= Actushbie nonssosatenn
[J Aanus coumansHbix ceteii

vk.com

& Npoxen-xacxaa
> 102 SMTP-cayx6mi
> 9§ SMTP-wnios
> J Web-cepeep Cambie nocewaenbie | CTpaHiua Bua crpawmus  URL Konwuectso np...
£ MyBaukauus cryx6 Comit Kt Obcyxaenme https:/fvk.com/topic-86121122_319... 11
B SMS-cepaucs Ceroann TmHasua Ne 1185r.Kocrpowa  pynna https:/fvk.com/public94701070 9
Awanus Tpaduka CTpaHHbIit 1oMOp. Tpynna https:/fvk.comjc.umor 6
> @ Ananws SSL/TLS Buepa pr n https:/fvk. 5
> 8 Moy pacwmpenns Ava AnexcaHaposHa Monssosatens  https://vk.comfid 11111111 3
> My Orerss o Keers Metposa Coobuers https:/fvk.comfid222222 3
> & Hacrpoiten Gala Moiseenko (Dneprovaia)  Coobuerus https: /fvk.com/id3333 1
5 8 Agmmcrpuposanue = AMlocTur Wisodperio Tpynna https: vk, com/shizpub 1
> [ Cobbrmua
P Actugauua

Ce LOCAL, i Snemenos: 1 Buibpano: 1

Koncons obecrieunBaeT OCTYI K Clenyromeii nHpopMannu:

°  HMMEHa COOOIIECTB, TPYII M CTPAHHUI] — OTUYET MO TMOCCHICHUIO yJYallluMH-
Csl KOHKPETHBIX CTpaHUL coluanbHON cetu. CeTeBOM 9KpaH aBTOMaTHue-
CKU OIPEIEISeT TUIIBI CTPAHHUIL: TPYIIIBI, 00CYKICHUS, YaThl WIIA TPOQIITH
noab3oBareei Cerw,

*  CYETYHK MPOCMOTPOB CTPAHUIIBI — PEHTHHT YacTO MOCENIaeMbIX PECypPCOB;

* rtounbli URL-agpec cTpanHun — uaeHTH(UKAIMS aJpecOB COOOIIECTB U
TPYTII, TOCTYT K MMOCTOSTHHBIM CCBUIKAM;

°  TOYHOE BpPEMs MMOCCIICHHS — HHPOPMAIHUS O TOM, KOTJIa MOCCHIaIUCh CTpa-
HHUIIBL,

*  pEHTHHIH 3a TMEpUOJ — COCTABJICHUE PEUTHHIOB CAMBIX IMOCEIIAEMbIX pe-
CypcoB 3a 24 gaca, HeZIeIt0, MECHII.

Ha ocHoBe maHHBIX O KOTUYECTBE HOC@IIICHI/Iﬁ ABTOMATUYCCKU (l)OpMI/Ipy}OTCH
peﬁTHHF CaMbIX MOMYJIAPHBIX caiitoB. CeTeBol AIMUHUCTPATOP NOJIYyHacT BCIO



HEO0X0MUMYI0 WH(GOPMALIUIO IS JATBHCHIIICTO aHAN3a: THIT CTPAHUIIBI, HMSI
coobmectBa wim rpymms, URL-anpec.

vk.com - PeaakTuposaHite (AHanms coumansHbix cerel) ? x
vk.com - Peaaktuposatite (AHanus coumansHbix cereii) ? b4
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R
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M Tlone3osatens
$ rpyma
[ omwnounTs axanus U Obcywacrne
Mpunoxerme
M Coobuierms
MNpuMedaHHs
Novows | oK
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[lepeMernieHust 0 BEO-CTpaHUIIAM KaXJOrO MOAKIOYEHHOro K cetd Wi-Fi
IIKOJIbHUKA (PUKCHPYIOTCS B CTATHCTUKE CETEBOTO 3KpaHa. J[ist cruereMaTu3aum
MOJTy4eHHOM HH(DOPMAIMH TIPETyCMOTPEHBI HHCTPYMEHTBI IKCIIOPTA B BUJE Ha-
DIISITHBIX TAOIHII.

H S &= tabaxdsk - Excel ? ®m - 0O %
[MABHAA | BCTABKA  PASMETKACTPAHMUBl  OOPMYl  JAHHbE  PELEH3VPOBAHME  BIA  ACROBAT - B
.n.D % Kx == = %Y(nosnoe¢opmawposawe' ?Buasmb D /;}Y H
By - & 9% w0 [ oopuanuposars kaxrabmmuy - EXYaamurs - [T~ .

B e KK Y- H- 0 A SEEEE B0 48 Dommen Broamar- | @~ Cprone Haimu

Bydep obuena Wpngr 5 Bupasrusatne 5 oo Crunn Aueiikn Pegaktuposanite -~

[es B % | -
A B C D E F G H 1[<]

4 |CTpanmua By crpaniule! URL KONMUecTs0 npocmoTpos

2 |Meuxonorua Ofcy:vaeHue https://vk.com/topic-8612136357 21

3 |Cuhumii Knr Obcywaenme https://vk.com/topic-86121122_31938837 1

4 |KuHomanma rpynna https://vk.com/public33692547899 10

5 |Tumnasia No 1185 r.Koctpoma | Fpynna htps://vk.com/public34701070 9

6 |Aypo 8 ronose o hitps://vk. 9

7 |Msan 3y6os hitps://vk. 7

8 |CrpanHbiii tomop rpynna htps://vk.com/c.umor 6

9 |Mpukose: ga rpynna https://vk.com/public2547896123 6

10 |pukonmer rpynna htps://vk.com/public36985236 6

11 |Bapbis mosra o hittps://vk. 121236925 6

12 |Gala Mot i hitps://vk. 5

13 |B woke rpynna htps://vk.com/public_2345698 5

14 |KatA CMonMHa https://vk. [id36114425 5

15 |Cepreit https://vk. /i 12 4

16 |AHHa https://vk.com/id11111111 3

17 |Keenua MeTposa CoobuweHna https://vk.com/id222222 3

18 |Nlyuywwe peuentsl rpynna https://vk.com/public369874256 3

19 |AneHa MsonruHa (AIVA) CoobueHna https://vk.com/id203638852 3

20 |Vipuria Miokwwka Coobwenna https://vk.com/id2036366258 2

21 | nocTvr wusohpeHuio rpynna https://vk.com/shizpub 1 =

L @ e ]

Ipumep cobopa cmamucmuxy 8 pamrax 0OHOU U3 WKOJ.
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CereBoil dKpaH MO3BOJIAET TMOHSATh, YeM HUMEHHO HMHTEPECYIOTCS TOAPOCTKH,
KaK#e cOoOOIIeCcTBa MOCEHIA0T Yalle BCETO, C KeM OOIIAIOTCs, KaKhe MaOIuKu
OTKPBIBAIOT TI0 HECKOJIBKO pa3 B JeHb. Ho camoe miaBHOE, ¢ TIOMOIIBIO TaKO-
TO aHAIN3a MOYKHO OOHApPYKUTH PEeCypCHl, IPONaraHANPYIOMINE CyHIINUA CPEAH
MTOJJPOCTKOB.

=Re R4 %

cMapTdhoH ceTeBoi MaccuB €MHBII
MOJIPOCTKA IITIO3 JTAHHBIX AQHATUTUIECKUH LIEHTP

CobpaHHasi CTaTUCTHKA MTO3BOJACT C(hOPMUPOBATH PEUTHHT OMACHBIX TPYIIT B
COLMABHBIX CETAX, pa3padoTaTh MX BUPTYaJbHYIO KapTy U cAeiaTh 00pe0y c
MPECTYMHBIMUA COOOIECTBAMH IO-HacTosIeMy 3bdekTuBHON. MHpOpMaIuio,
TIOJIyYSHHYIO B PE3yJIbTaTe MOHUTOPUHIA, MOYKHO HCIIOJIb30BaTh NP pa3padboT-
K€ CTpaTeruv MOJIOAEKHOW IOJMTHUKH, HAIPaBICHUH Pa3BUTHS MOAPOCTKOB C
YUYETOM MX UHTEPECOB.

o
pio;
3. CETb BE3 MPOBJIEM:
KAK OPFAHWU30BATb MHTEPHET-AOCTYN

B OBPA3OBATEJIbHOM YYPEXAEHUMN.
KOMINJIEKCHOE PELLUEHWNE

3amauy 1Mo OpraHU3aluy IKOJIBHOM CETH B COOTBETCTBUU C 3aKOHOIATEIHCTBOM
P® MoxHO pemuTh pazHbiME criocobamu. [ToKynarh OT/ebHbIE MPOrPAMMBI,
000pyI0BaHUEe, TPATUTHh BPEMsi HA MX HHTETPAIMIO, HACTPOUKY, MOAICPKAHNE
pabotocnocodbnocTu. M npuobpectu komruiekcHoe pemenue Traffic Inspector
School Edition, mpoBepeHHOE BpeMEHEM ¥ KIIMEHTaMH, IMEIOIIee HeOOXOIUMbIe
cepTU(UKATHI, TTOHATHYIO JOKYMCHTAIIMIO U 00CCIICYCHHOC TEXHUYCCKON MO/I-
JIEPIKKON KOMIIAHUH-Pa3paboTUHKa.
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NHCTpYKUUNS ANst CUCTEMHOrO
aAMMHMCTPaTOpa NO OpraHM3aLun
WHTEpPHET-A0CTYNa B 06pa3oBaTeibHOM
yupexaeHum

C moMOIIBI0 3TOH MHCTPYKIMM BBl CMOXKETE MPOCTO M OBICTPO OpPraHU30BaTh
Oe3omacHbli IHTEpHET B BalleM yupexICHUH.

s opraHu3aniii MHTEPHET-IOCTyIa ¢ Hylsd win MoaepHm3anmu [T-undpa-
CTPYKTYpBbI LIKOJIbI B COOTBETCTBUH C JICHCTBYIOIIUM 3aKOHOAATEIbCTBOM — D3
Ne 436 «O 3amure nereit or MH(GOPMAIMH, TPUIUHSIONIEH BPE UX 310POBBIO U
pazButHio», Nel139 @3 «O BHecenuu usmenenuit B denepanbuslil 3akoH «O 3a-
LIKTE AeTel OT MH(POPMALNH, IPHUMHSIOIEH BPE/I X 3710POBBIO U Pa3BUTHION U
OT/IEJIHBIMH 3aKOHOATENbHBIMU akTaMu PD 1o BOmpocy orpaHMYEeHNUs T0CTY-
I1a K IPOTHBONPaBHON MH(pOpMaIuu B ceti VIHTepHET HEOOXOUMO BBITOJIHUTD
BCE CJICAYIOIUE ITYHKTBHI.

1. IloaroroBuTE/BLHBIC PAOOTHI

Ha manrOM »Tare HeoOXOAMMO MPOM3BECTH WHBEHTApHU3aNNIO mMeromeiics [T-
HHPPACTPYKTYPBI, pa3paboTaTh METOJOIOTHI0 CHCTEM MapKHPOBKH, OIpere-
JIUTh TOJIUTUKY TOCTYIIA K UMCIOIIIMMCS CITy>KOaM M CepBUCaM, YIECThb IIAaHUPY-
€MBbI€ JIOTIOJIHUTEIbHBIE CEPBUCHI.

[To pe3ymnbraTraM MHBEHTAPHU3AIMH TOSBISIETCS] BOBMOYKHOCTD CYJJUTh O MacCIlITa-
0e HeoOXoaMMOil 3aMeHBI 000pynoBaHUA. [IpH TTaHUPOBAHUHN 3aKYIIOK JOTON-
HHUTEIBHOTO 00OPYHIOBAaHMS PEKOMEHIYETCS NPHICPKUBATHCS CICIYIOIINX CO-
BETOB:

a) CO CTOPOHBI CTPYKTYPHPOBAHHOH KaOEIBHOH CHCTEMBI: IO BO3MOXXHOCTH
HCIIONIB30BaTh YIIPABJISIEMbIE CBUTYHM C TUTAOUTHBIMU TOPTaMU ¥ MOJICPIKKON
texHomoruut VLAN. YcTaHOBHTH KOMMYTAITHOHHBIE MIKAa(bI HAa BCE TOYKH pac-
TIOJIO’KEHUS] CBUTYEH, B ClIydae UX OTCYTCTBHS MCIOJIb30BaTh MaT4Y-MAHEIN Ui
KOMMYTALUH, paccuuTarh KonuuecTBoO LAN-po3eTok Moz KaxkAoro Mojib30Ba-
TeJsl TUTIOC Ha KayK/Ibli KaOMHET MMEeTh PEe3epPBHBIC PO3ETKH, IPOMAapPKHUPOBATh
ceTeBble Kabenu;

0) cO CTOPOHBI CepBEpHON YacTh: 00sS3aTeTHHO HAMYHE XOPOIIO BEHTHIUPY-
eMoro 0e30MacHOro MOMEMICHHs Ul OpraHH3aluk B HEM cepBepHOW. MuHH-
MallbHasi CepBepHast KOH(GUIypalys A0DKHA BKIIIOYATh B ceOs cepBep LUII03a,
KOHTPOJUIEp JOMEHHBIX cIy0 U (aiinoBblil cepep. CepBepoM IITI03a MOXKET
Beictynarh pemeane DEPO Traffic Inspector, koTopoe mo3BoJIMT OpraHu30BaTh
KOHTPOJIb JIOCTYIIA IT0JIb30Baresneil B ceTb VIHTEepHeT, a Tak’Ke COOTBETCTBOBATh
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TpeOOBaHUSIM TPOM3BOAUTEIILHOCTUA U Oe3omacHOCTH. KoHTposuiep TOMEHHBIX
CITy’)KO HEOOXOAMM TSl THOKOTO YIIPaBIICHHUS HHPPACTPYKTYPOHU, pa3rpaHUICHHS
TIpaB TIOJIL30BAaTENIEH, a TakXKe IS IEHTPAJII30BAHHOTO PaclpoCTpaHeHHs TpeOy-
eMBIX ITONUTHK Oe3omacHocTH. DaitioBEIif cepBep PEKOMEHIYETCs IS IIEHTPaITH-
30BAHHOTO XPAHCHUS TMOJIb30BATCABCKUX JAHHBIX. [ TOMEHHBIX CIyX0 u (aii-
JIOBOTO Ce€pBepa PEKOMEHTyeTCs UCTIOIb30BaTh CIEIMATN3UPOBAHHBIE CEPBEPHBIE
PCIICHUS WK, B CIyYasX OrPAaHUYCHHOTO OFO/KETa, 00SCIICUUTh OTKAa30yCTONYH-
BOCTb AMCKOBOH noacuctemMbl RAID-maccuBom. PexomeHyeTcst pou3BOAUTE pe-
3epBHOE KONMPOBAHUE JAHHBIX CITyK0 Ha OTAeTbHBIe NAS-cepBepsl;

B) CO CTOPOHBI KIIMCHTOB! y6e)II/ITI)Cﬂ, YTO YCTAaHOBJICHHBIC PCAAKITUN TOAACPKU-
BAaIOT MHTETPAIIMIO B IOMEHHBIE CITy)ObI Active Directory.

COOTBETCTBEHHO, HA TJAHHOM 3TaIle CHCTEMHBIH aIMUHHUCTPATOP JODKEH OIpe-
JENUTH TeKyIIUe y3Kue Mecta B IT-HH(PPACTPyKType IIKOJIbI, H3YYUTh TEKYIIHE
paboTarolie CepBUCH JOKAIBHOMN CETH, pa3paboTaTh METOIOIOTHIO IS MAPKH-
POBKH KaOeIbHBIX CHUCTEM, IJId oOneryeHus JUAarHOCTUKH B CJTy4a€ BO3SHUKHOBC-
nust npo6isiem ¢ CKC u cortacoBaTh 010/KET COMIaCHO TPeOOBAHHUSIM M BO3MOXK-
HOCTSIM PYKOBOJICTBA.

2. lIpoekTupoBanue nouTuk IT-undpacrpykrypsi,
YCTAHOBKA M HACTPONKa CJTyk0

Bo BpeMs cocTaBiieHHUs TUTaHa TIOJIUTHK CUCTEMHOMY aJMHUHUCTPATOPy HE0OXO0-
JIMMO pa3paboTaTh TAKYI0 HEPAPXUIECKYIO0 CHCTEMY, KOTOpPasi TIO3BOJIUT OXBATHThH
MaKCHMAalIbHOE KOIMYECTBO CXOIHBIX MMOJb30BaTeNieii MHHHUMAIbHBIM HA00OPOM
npaBrl. JlaHHBINA TOAXO0 TO3BOJIMT MUHUMHU3UPOBATh KOJIMYECTBO JajbHEHIINX
MIPaBOK B Y€ pabouyro HHPPACTPYKTYpPy U 00ECIICUNTh THOKOCTh YIIPABICHUS
cpemoil. 3aTeM cleayeT MPOU3BECTH YCTAaHOBKY WJIM MMIPAIUIO TPeOyeMbIX
ciryx0. JlonmonHuTenbHYI0 HH(GOPMALIUIO U TOLIArOBbIE PYKOBOJCTBA IO CIIYXK-
6am Microsoft MoxHo HalTH 1O anpecy https://technet.microsoft.com/. Taxxe
Ha JaHHOM 3Talle CO3JafoTCsl HEOOXOMMUMbIC YUETHbIE 3alliCH ITOJIb30BaTelei,
IPYIIIOBBIC NOJNUTHKH, Hepapxus (daiiaoBoro xpanummma u ero ACL-crninckos.
PaccmoTpuM nprMep ycTaHOBKH KOHTpoJuiepa JomeHa u cozganus ACL st 06-
LIEro pecypca.

1) Ilepen ycTaHOBKOMH PO KOHTPOJUIEPA IOMEHA HEOOXOMMO HACTPOHUTH CETe-
BOIi MHTEpeEIiC IeIEBOTO CepBepa, Ha3HAYMB €My CTaTHUECKYI0 HacTpouKy IP n
yKa3aTh eIMHCTBeHHBIN agpec DNS-cepsepa xak 127.0.0.1.

2) YcraHaBIMBacM poJib «KOHTPOJUIEp JoMeHa Active Directoryy.

3) Ilocne ycranoBku posy, eciu 1eneBoil cepsep Bepcun Windows 2008R2 —

3amyckaeM komaHay dcpromo, ecii 2012R2 — BbIOMpaeM IMyHKT «MOBBICUTD 710
KOHTpOJIIepa JOMEHa» B MEHIO 33/1a4 KOHCOJIM YIIPABICHHS CEPBEPOM.
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4) B oTKpbIBIIEMCSl MAacTepe yKa3bIBaE€M, YTO MMPOM3BOIUM YCTaHOBKY HOBOTO
neca, — )eJlaeMoe MMsl HOBOTO Jieca Bujaa <moboe ums>.local — pexxum ¢QyH-
KLMOHUPOBAHHUS JIOMEHA M Jieca OCTaBlisieM 0e3 W3MCHEHMH, Ha JTare Macre-
pa ¢ yka3zaHHEM TapoJs IS PeKUMa BOCCTAHOBJICHHUs ciyxk0 Active Directory
BBOJIUM I1apOJib, KOTOPBIA OyJeT MCIIOIb30BAThCS IS aBTOPH3ALMU B PEXKUME
BOCCTaHOBJICHUS AD, Ha OCTAJIBHBIX INarax MacTepa 3Ha4YCHHUA 110 YMOJTYaHHIO
ocrasisieM 0e3 usmenenuii. [1o 3aBepuennn paboTsl MacTepa noTpedyercst ne-

pesarpyska.

5) Ha nmanHOM »3Tame mepexoiuM K CO3/1aHHMI0 OPraHM3alMOHHBIX MOApa3Je-
JICHWH, TONb30BaTeiel U Tpymnm. [y 3Toro HeoOXOMUMO MEPEHTH B OCHACTKY
«Active Directory monb30Bareny M KOMIIBIOTEPbI» JMOO K€ B OKHE «BBIIOJ-
HUTH)» Hamucarb: dsa.msc. DTan co3/aHKsl OPraHU3alHOHHBIX MOJpa3/ieIeHHN
W TPYII SIBIISICTCS JOBOJILHO CHTYAallMOHHBIM M, KaK paHee ObLIO CKa3aHO, OT-
BETCTBEHHBIM MOMEHTOM, I7I¢ HEOOXOANMO 3apaHee MPOayMaTh HEPAPXUUECKYIO
CTPYKTYpY, YUUTbIBaIOLYyt0 JOruky IT-nporieccos mkonsl. B nansHeimem ams
TIOHUMaHHs 0a30BBIX MPUHIUIIOB Mbl PACCMOTPHM YIPOIIEHHBIH MpUMeEp, KOT-
Jla MBI CO371a€M OJIHO OpPTaHU3allMOHHOE MOApa3AeICHNE I XPAHEHUS OJJHOTO
MI0JIb30BAaTeNs U IPYIIBL. B mosBHBIIIeHcs 0OCHACTKE KOHCOJIX CO3/a{UM OpraHu-
3aIMOHHOE TO/Ipas/ieieHue (B uepapxuueckoM criucke HaxumaeM [1IKM Ha kop-
HE TEKYIIEro JOMEHa — «CO3/1aTh)» — «ITOpa3/IeJICHHE» — B MOSBUBIIEMCS] OKHE
yKa3bIBaeM MM MOJpa3/ieeHus (HalpuMep, «IepCOHa») U HAKUMAaeM KHOIKY
«OK»). BpiOupaem B MepapXUUECKOM CIIUCKE HaIle CO3/IaHHOE TOpa3AeiIeHHe,
HaknMaeM Ha HeM ITKM — «co31aTh» — «I1071b30BaTeINb)» — B MOSIBUBILIEMCS OKHE
yKa3bIBaeM JIaHHbIE MT0JIb30BATENIS, €T0 UMsI BX0JIa — Jajiee — yKa3bIBaeM Mapob
TI0JTb30BATENS], CHUMAEM TaJIKy «TpeOOoBaTh CMEHY MapoJisi IPH CIIETYIONIEM BXO-
ne B cucremy». [lo 3aBepiieHnn padoThl MacTepa B HAIIEM OPTraHU3AIIOHHOM
ToApa3aeNeHny OyAeT HaXOIUTHCS CO3JaHHBIN IoJb30BaTenb. 1lo aHamorun
CO37IaeM TPYIITy TOJIb30BATENEH, T/I€ yKa3bIBaE€M €€ MMsI, HACTPOWKHU IPYIIIbI B
Macrtepe octapiseM 0Oe3 u3MeHeHuil. Jlo00aBUM Halero 1oJib30Baresis B HOBO-
co3aHHylo rpymnmy. VMcnonb3yem ABOMHOE Ha)kaTHe JIEBOM KHONKH MBI Ha
LIEJICBOM TpyIIE, B OTKPHIBIIEMCS] OKHE BBIOMPAEM BKJIAJKY «UJICHBI TPYIID —
«100aBUTH» — «JOMOJIHUTEIBEHO» — B rpade UM yKa3blBacM HUMsI I10JIb30BATEIS
(Wm| oCcTaBIIseM MYCTBHIM) — KHOIIKA «TIOMCK» — JBOMHON IMIETYOK JICBOH KHOTI-
KO MBIIIN Ha IIEJIEBOM I0JIb30BATENIC — KOK» — «OK». TakuM 00pa3zoM, AaHHAs
rpyIia Oy/eT couepxarh LeJIeBOTo M0JIb30BaTes.

6) Teneps naxum stoii rpynne ACL juist 1octyria Ha pacuiapeHHYyIO Marky Ha
(aiinoBom cepsepe.

Ecmu ¢aitnoBslit cepBep eme He BBEIEH B JOMEH, TO BBOIUM €T0 Yepe3 IaHeNb
YTIPABICHUSI — «CHUCTEMa» — B pa3/iesie «UMsI KOMIbIOTEpa, TOMEHA ...» BBIOH-
paeM «HU3MEHHUTh HACTPOWKM» — B OTKPBHIBIIEMCS] OKHE KHONKA «H3MEHUTH» —
MEPEKIIIOUNTh PAJHOKHOIKY B ITOJIOKEHHE JOMEHA U BBECTH MMS JOMEHa Ha-
mei cetu. HaxkaTb B OKHaX «OK» M JI0XAaTbCs Tepe3arpys3ku cepsepa. Temnepb
CO3/IaEM Ha JKEJIACMOM JINCKE TpeOyeMyro MepapXHIo Harok (B HaIIeM cilydae
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Oyzner oxHa marnka share Ha qucke D) — Haskumaem [IKM Ha co3naHHO# mamke —
BKJIQJIKa «JIOCTYID» — «OOIIUI JOCTYI — NOOABIseM B CIIHCOK HAINIY IIEICBYIO
TPYIITy ¥ YKa3bIBaeM HEOOXOAWMBIC pa3pelieHus (HalpuMep, YTCHHE-3aInCh)
1 HOKIMAaeM KHOMKY «ITOJeNUThCs». Termeps Halla marnka JOCTYITHA M0 CeTH C
3aJIaHHBIMH Pa3peIIeHUsIMHU.

3. BHenpeHue ceTeBOro nui03a

JlanHas craausl BKIIOYAET B ceOs yCTAHOBKY ITPOTPAMMHO-AIIIAPATHOTO KOM-
miekca DEPO Traffic Inspector, mMmopr momp3oBateneii m3 6a3pl Active
Directory, co3aanue rpyIin, HaCTpOiKa MPaBUIl CETEBOTO dKpaHa, MpaBHil Orpa-
HUYEHUH JJI pa3iuyHbIX TPYMI TOJIb30BaTele (Hampumep, ydamuxcs 1 pa-
6ouero mepconana). st co3qaHus MpaBwil OJIOKMPOBKU CalTOB, yKa3aHHBIX B
TOCYJapCTBEHHOM pEeecTpe Ui 00pa30oBaTENbHBIX YUPEKACHUH, HeoOXommma
ClIeyIoIas TOCIE0BATENbHOCTD AEHCTBHIA.

1) B xoHCcONMM aqMuHUCTpUpOBaHus, B uepapxudeckom jepese Traffic Inspector,
NepEeHTH B BETKY «00BEKThDY — «IP-ceTn» — «aeicTBus» — «100aBUTh CIIUCOKY.
B otkpriBIIEMCS MacTepe Ha cTaguu aBTo3arpysku BBectd URL miis 3arpysku
http://list.smart-soft.ru/IP/zapretinfo_ip.txt u yka3ars nepuognIHOCTH OOHOBIIC-
Hus ¢ gaaHoro URL. Pexomennyemoe 3HaueHne — | pa3 B CyTku B Hepabodee
Bpemst. JlanHsbIi cimcok OyaeT BkiouaTh [P-anpeca 3ampemmeHHbIX pecypeos;

2) B obnactu «URL-criucku» BbIOparh jeiicTBUe — «100aBUTh criucok». [los-
BUTCSI OKHO MacTepa, aHaJOTHYHOe HpenbiayimeMy. Ha Bkianke «aBro3arpys-
Ka» ykasarb B moje «3arpyxarb ¢ URL» aapec http:/list.smart-soft.ru/URL/
zapretinfo_url.txt. Jlanasiii criucok Oynet Bkirouats URL-anpeca 3ampeneHHpIx
pecypcoB. PexoMeHaImu 1o mepruoIMyHOCTH OOHOBJICHHS — TE XKe.

3) B paszmene «mpaBuia» — «IpaBHiia MOJIb30BaTEICH» HEPAPXHUUYECKOTO CIH-
cka koHconu ympasnenust Traffic Inspector co3mars 2 3ampernaronux mpaBuia
(B pazzene MacTepa «THII IPaBUIIa» — «3aIPeT»): OJHO C THIIOM TpapHKa «Io-
60ii» 1 ykasanueM B pazzene «IP anpec» — «ucronp3oBarh CIHCOK» — BEIOpaTh
HMS CO3IaHHOTO CIHCKA B IIYHKTE «a)» M BTOPOE — C TUIIOM Tpaduka «Tpaduk
4yepe3 MPOKCH-CepBEP» C yKazaHueM B pasjelne «npoepka URLy» — «crucok» —
BBIOpATh MM CO3JAHHOTO CIHCKa B IMyHKTe «0)». Jlanee HEoOXoquMo cenarh
MPUBS3KY JAHHBIX MPABIJI K LEJICBOM MPYIIE yYalmxcs, Yepe3 MEHIO HaCTPOEK,
MYHKT «IPaBUJia TPYIIIIBI 0.

JleTanbHbli BUAEOYPOK 110 JAHHOMY BOIPOCY MOKHO HalTH 10 aapecy
http://www.smart-soft.ru/support/video/school.

Jast 6ostee TOKOH (PHUITBTPAIIK BO3MOXKHO HCTIONB30BAaHUE MOYJISI KOHTEHTHOU
¢unsrpann NetPolice, koTopslid peHa3HAYeH A1 KATETOPH3aLUK CAaiTOB U
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CO31aHusl COOTBETCTBYIOIIUX IIPpABUIT IJId 6J'[OKI/IpOBKI/I MO0 KPUTCPUIO KATEro-
puu, HaCTpaHBaGMOﬁ B pasaciic Co3JaHus MpaBujia «aHaJIn3 KOHTCHTA» — IIYHKT
«IPOBEPKA KATETOPUH KOHTECHTA) .

4. HacTpoiika pe3epBHOI0 KONMPOBAHMS

Heo0xonnmo co3iarh miiaHbl PEe3epPBHOTO KOITUPOBAHMS ISl KQKIOTO KPUTH-
YECKOTO CepBHCa JOKAJIBHOM CeTH JIN0O jKe KPUTHYECKH BaXKHBIX JAHHBIX. Jlist
JIOMEHHBIX CITy’>K0, B ClTydae eJMHCTBEHHOTO KOHTPOJLIEpa IOMEHA, HEOOXOANMO
HAaCTPOUTB MOJHOE PE3EPBHOE KOMMPOBAHUE U €T0 IEPHOJMIHOCTD (B 3aBUCHMO-
CTH OT 4acTOThI IpaBok 0a3bl Active Directory). Pekomeniyercst nepuoinuecku
MPOBEPATH PE3EePBHBIE KOMIUU Ha KOPPEKTHOCTb.

5. lokymeHTanust

JokymenTarmst HeoOxoguma 11 moHnManus [ T-uapacTpykTyps! mkoisl. [1o-
MOXET B OBICTPON aJanTalié HOBBIX COTPYAHHUKOB, OTBeTCTBeHHHBIX 3a [T. B
JIOKYMEHTALMI0 PEKOMEHJyEeTCsl BHECTH CXEMY TEKYILIEH CeTH, UCIOJIb3yeMOe
000py/I0BaHUE, ONMCAHNE CXEMBI HCIOIB3YEeMbIX MOJIUTHK, PACIIMCaHUI pe3ep-
BHOTO KOIIUPOBAHUS U JPYTUE JaHHBIE, KOTOPbIE MO3BOMIAT 32 KOPOTKOE BpeEMs
BHUKHYTH B [T-muH]pacTpykTypy.

Ecsin y Bac ecTb Bonpocsl, 00paTurech
B CJIY:KOY TeXHUYECKOM MO/IePIKKU:

B  support@smart-soft.ru

thopy™m xommanuu «Cmapt-Cop»

22
forum.smart-soft.ru
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OT3bIBbI NONb30BaTENEN O paboTe
¢ Traffic Inspector School Edition

XOTHM OTMETHTH CIIEAYIONIHE JOCTOMHCTBA PadOTHI JaHHOTO ITPOEKTa
kommannu «Cmapt-Codr»: Oecrepeboiinas pabora JOKaJIbHON BBIYH-
CIINTETIBHOW CETH B TMMHA3UM, OJOKHPOBKA HEXKENATENbHBIX CAMTOB,
6e3omacHas padora B CeTH BCEX y4JaIIUXCS M COTPYIHUKOB, yIOOCTBO
TMOJIb30BAaHUs U HACTPOMKK MPOAYKTOB. Bo Bpemst peanmn3zaruu Ge3oma-
CHOro fi0cTyna B MHTepHeT yuamuxcs rumuazuu Ne § komaH/a crierua-
mctoB npoekra Traffic Inspector nmuta Ham HaBCTpedy U TECHO B3aUMO-
JICWCTBOBAJIA C HAIMMH COTPYTHHKaMH. B TMMHa3uu ObUTH yCTpaHEHBI
BCE CYIIECTBOBABIIHME MPOOIEMBI ¢ 030MacHON PabOTON JIOKAIbHON
BBIUMCIUTENLHON ceTH. PekoMeHmyeM NpomyKThl KoMmaHuu «Cmapt-
Cod1» K HCIIOIB30BAHUIO B 00PA30BATENBHBIX YUPEXKICHHUIX U KeJTaeM
HOBBIX YCIICIIHBIX TIPOCKTOBY
C. B. Coxornos,
mupekrop MBOY «'mvHaznst Ne 8»,
MockoBckas 001acTh, . Koomua.

MBsI HeripepbIBHO UcTiofb3yeM penienue Traffic Inspector B Hatem o6pa-
30BaTeNbHOM YUPEXKICHUN Ha MPOTSHKEHUM 7 JIeT. 3a 3TO BpeMs 3Hauu-
TEJIBHO BBIpOCH TpeboBanus K [T-uHppacTpykType, ee 3alluIieHHO-
CTH W COOTBETCTBHIO (hemeparlbHOMY 3aKOHOAATETIhCTBY. braromaps
HAJIMYHIO MHTYHTHBHO TIOHATHOTO MHTEpdeica B COUCTAaHUH C TITyOOKO
MPOAYMaHHON (DYHKIIMOHAJIBHOCTBIO MPOJIYKTa Mbl HEOJHOKPATHO pe-
KOMEH/IOBAJIM K MCMOJIb30BaHUIO JaHHOE [1O Kongeram M3 HECKOIBKHUX
00pazoBaTeIbHBIX YUPEXKICHUID
B. A. KoBanesa,
mupextop MBOY «Tamaxckas cpeHsiss 00pa3oBaTeIbHAs IIKOJIAY,
ApxaHnrenbckas 001acTb, 1. Tamarm.

Bnaromaps BBICOKOMY YPOBHIO Ballero mpogeccrHoHanIn3Ma BMeCTe HaM

yaaeTcs BHITOTHATH OYCHD BAKHYIO MUCCHIO — 00ECTICUNBATh YCIICTITHOE
6e3omacHOe pa3BUTHE U 00yUeHHE MOAPACTAIONIETO TTOKOICHNUS

A. B. Jlo6paH,

nupextop MBOY COLII Ne 32,

Kpacuospckuii kpaii, . Hopuibck.
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Yxe 5 ner mbl ucnonbzyeM Traffic Inspector B cBoeil mkoine U XOTemH

OBl OTMETUTh HECOMHEHHBIC JOCTOMHCTBA MPUMEHEHHS IPOTPAMMBI:

9KOHOMHSI MHTEpHET-TpaduKa, OIIOKHPOBKA HEKEJIATeNbHbIX CAaHTOB U

peKJIaMbl, IPOCTOTa W YA0OCTBO MOJIb30BaHUs. Bce 3TO 3HAUMTENBEHO
yIay4maeT 00pa30BaTeIbHBIIN MPOIECcC)

0. 3. s166apos,

mupextop KI'AOVY «llIkona KOCMOHABTUKIY,

KpacHosipckuit kpaii, 1. 2KenesHoropck.

besomacHocTh pebeHKa B MIKOJIE — OZJHA M3 HAIIMX IIEPBOOYEPEAHBIX 3a-
Jlad HapaBHE ¢ 00y4eHNEM U BOCHHUTaHHEM Oyymiero nokoienus. IToka
peOeHOK HAaXOUTCS B IpeJiesiaXx 00pa3oBaTelIbHOTO YUPEXKICHUS, 33 ero
JKH3HB U 3710POBbE, B TOM YHCIIE JyIIEBHOE, OTBEYAET IKoia. Mbl HeceM
TIOJTHYIO0 OTBETCTBEHHOCTD 33 YYEHHKOB B JIOOOM MPOCTPAHCTBE, B TOM
qrcie 1 HGOPMAITTOHHOM)

Cnacu6o0 3a OTJIUYHOE pemeHune: BCE€ HAaCTPOCHO U IMOJTHOCTHIO TOTOBO K

padote. [IpoayKT OTIIMYHO CIIPABISICTCS CO BCEMHM 3aJavyaMu, «He3aMe-
TEH» JUIsl Harpy3Ku paboThl CeTH, (GYHKIIMOHAJIEH U HaJeKEH.

A. A. Anvkos,

mupekrop MBOY «I'mmuaznst Ne 2 KBanTopy,

MockoBckast 061acTh, I. KomomHa.

Vicnionb30BaHME COBPEMEHHBIX TEXHOIOTHH B PabOTEe HAIIeH IIKOJIBI
MPUBEJIO K PE3KOMY PACHIMPCHUIO OOpaIleHus] K 00pa30oBaTe/IbHBIM HH-
TEpHET-CepBHCaM. B CBsI3HM ¢ TIOCTOSIHHBIM TMOJKIIIOYCHHEM KOMIIBIOTE-
poB k CeTH, BO3HHMKIIA HEOOXOJMMOCTh BHICOKOKAUECTBEHHOH 3allUThI
OT YIpo3 ¥ OTPAXKICHHUS yJaIUXCs OT HE)KEJIATEeIIbHOTO KOHTEHTA.

Traffic Inspector School Edition obecreunn Hamemy oOpa3oBaTeiib-

HOMY YUYPEXICHUIO HAJECKHYIO CETEBYIO 3alIUTY OT BUPYCOB, XaKEpOB

u crama. PerieHne MakCMManbHO COOTBETCTBYET TPEOOBAHUSM 3aKOHO-

JTATeIbCTBA, (PIIBTPYET CAWTHI C HEXKEIaTeIbHBIM KOHTeHTOM. Komana

CIIENUAJINCTOB KOMIIAHWUU BCETHA NOTOBA OIEPATUBHO OTBETUTH Ha BCE
BOIIPOCHI 110 PaboTe C MPOrpaMmoiny

O. B. KyroBoi,

qupexrop MBOY COIL Ne 12,

MockoBckas obnactb, . Koomna.
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4. C NONb30OW ANg AENA: KAKUE PECYPCbl
NMOMOIYT B PABOTE HAA LWKOJ1IbHOW CETbIO

CoobLecTBo B3aMMOMNOMOLLIM y4 ntenemn
http://pedsovet.su

Ha moprane MOXHO HaiiTH Hallly CTaTbIO O TOM, KaK 3alIUTHTh IIKOJILHYIO CETh
OT BpeIOHOCHOHM MHpopMaruu 0e3 ymepoa s yaeOHOoTro mpolecca:
http://pedsovet.su/publ/44-1-0-5942.

Fopsivast nMHMA nurn 6e3onacHoro MHTepHeTa
http://hotline.friendlyrunet.ru/

lopstgast TUHUS TPHHUMAET COOOIICHHS O pacmpocTpaHeHuu B CeTw WHTEp-
HET-MaTePHaJIOB C MOPHOTpahUISCKUM H300paKeHHEM HECOBEPIICHHOICTHHX.
OO6patuTthest croga MoxHO 1o Tenedony: +7 (499) 685-01-85, mo syeKTpoOHHOK
noure: info@FriendlyRunet.ru umm uepes caiir.

Beb-cepBuc Nno nposBepke Ha COOTBETCTBUE 3aKOHAM
http://check.smart-soft.ru/

Uto0b1 m30€KaTh MPOBEPOK MPABOOXPAHUTEIHHBIX OPTaHOB, KOHTPOIHUPYIOMIHX
OpTaHU3AIMI0 HHTEPHET-IOCTYIA B 3aBEICHNH, y3HAWTE, HApYIIaeTe JIH BHI 3a-
KOH, TIpsSIMO cervac. J[ocTaTOuHO MPOUTH IO CChUIKE U uepe3 OeCIIaTHBIN BeO-
CEpPBHUC MONPOOOBATh OTKPHITH 3aMPEIeHHBIC PeCypchl. TeM, KTO Mpe10CTaBIsIeT
OecrutatHblit JocTyn K CeTH, — MPOCTO HEOOXOANMO.

MpoTMBOAENCTBME MpOMaraHAe WM BOBIEYEHUIO
JETEN B rpynnbl AN CaMmoyounncTs
https://www.oprf.ru/1449/2133/1474/2465/

C OMOIIIBIO ANIEKTPOHHOM (hOpMBI 00paTHOI! CBsI3u Ha calite OOIIeCTBEHHO Ma-
natbl PO BbI MOXKETE OTIPABUTH CCHUIKY Ha TPYIITY WK akkayHT B « BKoHnTakTey,
Facebook nnm Twitter, e ueT BOBIeUeHHE S TEH B TPYIIIH, ITPOTIATaH N PYIOIITHE
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cyui. [Tocie sKecnepTHO OIIEHKH aipec pecypca OyaeT nepeiad B OpraHbl Biac-
TH JUTs1 OJIOKMPOBAHUS, 4 COJIEPIKAIIANCS B HeM HH(OpMAIHs Oy/IeT UCTIOIb30BaHa
B pa3pabOTKe CTPATETHHU 110 MPECEUEHHIO TIPOTHUBOTPABHON JIESTEITBHOCTH.

Fopsyas nnHnsa POLIUT (pervoHanbHas obuecTBer-
Hasi opraHm3auunst «LIeHTp MHTEpPHET-TEXHOOMNN»)
http://www.hotline.rocit.ru/

Ha ropstuyio TMHHIO MOXHO COOOLIUTH O KOHTEHTE, KOTOPHIH, 110 BallleMy MHe-
HUIO, HAPYIIAET POCCUIHCKOE 3aKOHOATENBCTBO, @ TAKKE O MPOOIEeMax, CBsI3aH-
HBIX C IIPE/IOCTABIICHUEM TEX WIIM UHBIX YCIIyT B IHTepHeTe (HeneraabHbIe/mpo-
TUBOIIPaBHbIE MaTE€PUaJIbl, MOLIEHHUYECTBO, IPOOJIEMbI C HHTEPHET-CEPBUCOM —
WHTEPHET-0aHKUHI, WHTEPHET-Mara3uH M Ip.), HU3KHUM KadeCTBOM HHTEPHET-

YCIyT.

A HTepHeT'I'IOpTCbOJ'I no y4 ntenem
http://www.bankportfolio.ru/

bank unTepHeT-noprd oo yuureneil. MexyHapOoaHbIH TPOEKT.

[opsiyast nuHKUA JTabopaTopum Kacnepckoro

https://newvirus.kaspersky.ru/

Jlaboparopus Kacriepckoro TpaanuiiioHHO 3aHIMaeTCs (pakTaMu pacrpocTpaHe-
Hus B CeTH KOMIIBIOTEPHBIX BHPYCoB. OOpaTUThCA B 1a00paTOPHIO 32 TIOMOIIIBIO
BBl MOJKETE KaK B DJIEKTPOHHOM BHUIE (TI0 2JIeKTpOHHOM nouTe: cert@kaspersky.
com WJIM 4Yepe3 caiT), Tak u no OecruiaTHoMy Tesiedony: +7 (800) 700-88-11.

®epnepanbHas cnyxba no Haa3opy B cdepe 3almThbI

npas I'IOTpE6VITeﬂel\/JI n 6naror|0nyq|/|$| YENOBEKA
http://rospotrebnadzor.ru/

Kak BumHO m3 Ha3Banus, PocroTpeOHaA30p BBHIMOMHACT (QYHKIMH TIO 3alIUTe
IpaB NOTpeOUTENIeH, a ITO 3HAUUT, YTO OOPALIATHCS CIOAA MOXKHO B Cllydasx Ha-
pYLIEHHUs BalllUX MPaB CO CTOPOHBI POCCUNCKUX MHTEpHET-MarasuHoB. [Ipuem
00palleHNH OCYIIECTBISIETCS B DJICKTPOHHOM BH/IE.
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6. BAXHO 3HATb: NMPABUJ1A BE3OMNMACHOCTH
LLIKOJIbBHWUKOB B UHTEPHETE

IMamsiTKa 1751 IOAPOCTKOB

HOpMI)I NOBEACHUA U HPAaBCTBCHHBIC NPUHIMUIIBI OJUHAKOBBI KaK B BUPTY-
AJIbHOM, TaK U B p€aJIbHOM MHUPC.

HezakoHHOE KOMMpPOBaHHNE MPOAYKTOB TPyJa APYTUX JtoAeH (My3bIKH, UTp,
MIPOrpaMM U T. JI.) CYUUTAETCS MIaruaroM (yMbIIUIEHHOE IIPUCBOEHUE aBTOP-
CTBa YyXXOT'O IIPOU3BEICHNU).

He Bepsre Bcemy, uTo Bbl BUAUTE Uin yutaere B Uutepuere. [1pu Hanuuuu
COMHCHHU B TPABAMBOCTH KaKOH-TO MH(OPMALIUHU CIICIYET OOpATUTHCS 3a
COBETOM K B3pPOCIIbIM.

Henp3st coobmiark IpyriumM mnosb3oBatessiv MHTEepHETa CBOIO JIMUHYIO WH-
¢dopmanuio (aapec, HoMep TesedoHa, HOMEp IIKOJIBL, JTIOOMMBIE MeCTa IS
UIp U T. 11.).

Ecnu BBl 00OmIaeTech B yarax, Mojb3yeTech MporpaMMaMi MIHOBCHHOM T1e-
penadyn CooOIIEHUH, UrpaeTe B CETEBbIC MIPHI, 3aHUMaeTech B VHTepHeTEe
YeM-TO, 4TO TpeOyeT yKa3aHus NACHTH(UIMPOBAHHOTO UMEHH 0JIb30BaTe-
JI51, TOTZIA BEIOEPUTE 3TO MMS BMECTE CO B3POCIBIMH, YTOOBI YOSTUTHCS, UTO
OHO HE COZICP’KUT HUKAKOH THIHON HH(POPMAITIH.

HHTCPHGT-HP}GLH MOT'YT Ha CaMOM [ICJiC OBITH HE TEMH, 3a KOI'0O OHH ce0st
BbIAAIOT, TIO3TOMY BbI HE NOJKHBI BCTPEIATHCA C HUMU JIMYHO.

Henp3st oTkpbIBaTh (hailiibl, NpHCIaHHbIE OT HEM3BECTHBIX BaM JIFOAEH. DTH
(aiinpl MOTYT comepiKaTh BUpYChl WK (DOTO/BUIEO C HEXKENATENIbHBIM CO-
JICpI)KaHUEM.

Hayuurecs noBepsith nHTYHLMH. Ecin uto-HnOyns B IHTEpHETE OyNeT BbI-
3bIBaTh y BacC ICUXOJIOTMUYECKHH AUCKOM(DOPT, OIEIUTECh CBOMMH BII€YaT-
JICHUSIMH CO B3POCIIBIMH.
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O KOMMNAHNKN

Kommannsa «Cmapt-Codr» cerogss — aro:

2 500 NAPTHEPOB

Bbonee 2 500 mapTHEpOB Ha pOCCHICKOM
1 MEXYHapOJAHOM pPBIHKax

4 500 000 YENOBEK

4 500 000 gemoBek pabOTAIOT B CETSX,
e yCTAHOBJICHBI HALIM PELICHUS

15 net

15 ner Ha prIHKE UHPOPMAIMOHHOK
Oe3onacHoCTH

3 ACcoumALMm

OKCIIepTHOE YJIEHCTBO B TPeX
accormarnusax: APIIIT «OtedecTBEHHBIIH
codr», «PyccodT», Hekommepueckoe
napTHepcTBO «COI03 3alTUTHUKOB
UHQOpMAITHNY

23



©

KOHTAKTDI

3Bonure: +7 (495) 77-55-991
Hummre: sales@smart-soft.ru
3axonuTe: www.smart-soft.ru
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