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B 2014 roay npoayktbl "Jlabopatopun Kacnepckoro" 3abnokvposann 6 167 233 068
BPEAOHOCHBIX aTak Ha KOMIMbIOTEPbI M MOBWIIbHbIE YCTPOWCTBA Nosib3oBaTenen, otTpasnim 1
432 660 467 aTak, NpOBOAMBLLNXCS C UHTEPHET-PECYPCOB, Pa3MELLEHHbIX B Pa3HbIX CTpaHax
Mupa. [ns npoBeAeHns aTak Yepe3 UHTEPHET 3/10YMbILLIEHHWKM BOCMO/b30Banuch 9 766
119 yHuKanbHbIMKM XocTaMu. B TeuyeHme ropaa 38,3% KOMMbIOTEPOB MOJSb30BaTENEN
MHTEpHeTa xoTs 6bl pa3 noasepran1ck Beb-atake'. Mo AaHHLIM cTaTMCTUKK Kaspersky Lab
3a 2014 roa 3aMeTHa TeHAEHUMst pocTa KMGep-yrpo3 M akTyalbHOCTb CyLUECTBYHOLLEN
onacHocTv paboTbl B CeTu.

‘ Bcem Ham BaskHO NOHUMATh NOTEHIMAIbHBINA PUCK, CBA3aHHBIH C HCIIOJIB30BAHUEM CETEBBIX
YCTPONCTB, — OH aKTyaJIeH U JJIsl YaCTHBIX 0JIb30BaTele, U 11 komnanuil. HyxHo Takxke
UMETH B BU]1Y, 4TO cHIIbHbIE Tapoun u [10, 3amumaroniee oT BpeJOHOCHBIX IPOrPaMM, €lIe He
rapaHTHPYIOT NOIHOI Ge30macHoCTH THYHON HH(opMary. EcTb MHOTO Belei, KOTOpble MbI He
KOHTPOJIUPYEM; B OIIPEIECICHHOM CMBICJIC, MBI HAXOAUMCS B pyKaX IPOU3BOAUTEICH yCTPOUCTB U
pa3paboTunxos [10.

JloBum Dmm,
BEJLYIIUH PErMOHAIbHBIH SKCIIepT
«JTaboparopun Kacnepckoro» B Bennkodpuranuu

B cBA3M C 3TUM, B MMpe TEXHONOMMIi CO3AaeTcs Bce 6onblle HOBbIX MPOAYKTOB AN
MHMOPMaLIMOHHONM 6e30macHOCTU. [JOBEPSIIOT Xe YXe MNPOosiBUBLUMM cebsi mpoekTaMm W
[IOKa3aBLUMM CBOE KOHKYPEHTHOE MpPemnMYLLECTBO. Tak, AeSTENIbHOCTb KOMMaHui «CMapT-
Codpt» un «Jlabopatopum Kacnepckoro» npexae BCEro HaueneHa Ha pe3ynbrar:
MHOPMaLIMOHHY0 6e30MacHOCTb ceTu 1 3 dheKkTNBHY 60pbOY C BUpYycaMu.

3a ceMb neT coTpyaHnyectsa «CMapT-Codp1>» 1 «JlabopaTtopusi Kacnepckoro» cosganu ABa
NpoAyKTa K KOMMJIEKCHOMY peLueHmnio 6e3onacHoctn B cetu Traffic Inspector. 310 moaynm
Traffic Inspector Anti-Virus powered by Kaspersky n Traffic Inspector Anti-Spam powered by
Kaspersky. NMomM1MMo TexHu4ecknx pa3paboTok KOMMNaHUM NPOBENN MHOXECTBO COBMECTHbIX
AKUMI 1 MEepOTPUSITUIA.

Hayano coBMecCTHOW AesTenbHOCTU MoNOXMUa pa3paboTka MoAY st aHTUBMPYCHON 3aLUMThI
Ans npoBepku Tpacduka. MnaruH 6bin co3aaH cneumanMcTaMm 060MxX KOMMaHWA U CyXuT
ANs 3alWmThl Tpadyka, NPOXOASLLErO Yepes NPOKCU-CEPBEP M MOYTOBbIN LLUIO3 NPOrpaMMbl
Traffic Inspector.

Monaynb ckaHupyeT HTTP-Tpaduk 1 no4YToBbIN Tpaduk, nepeaaBaemsblii yepes SMTP-1ut03
nporpamMmbl Traffic Inspector. CkaunBaeMblii MONb30BaTENIEM BEH-KOHTEHT U MOYTOBLIN
TpadvKk mnoaBepraeTcs aHTUBMPYCHOMY aHanu3ly — CKaHUPYeTCs Be6-KOHTEHT,
NMPOM3BOAMTCS NIeYEHME 3apadkeHHbIX aiinoB, GOKMPOBKA WM yAaneHUe HeW3NeyYnMbiX
(haiinoBs, 3anpeT 3arpy3ku 1 3anycka BPeLOHOCHbIX NPOrpamMM U NOTEHLMAbHO OMNACcHOMo
COAEP>XKMMOTO.

1Kaspersky Security Bulletin 2014. OcHoBHas cTaTucTvka 3a 2014 roga.
[3neKkTpoHHbIN fokyMeHT] (www.securelist.ru )
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B 2014 rogy cnncok npoaykToB koMnaHum «CmapT-CodT>» NONOMAHWACS HOBbIM MarMHOM K
peleHuio Traffic Inspector ¢ dyHKUMOHANOM 3alUMThl OT ClNaMa no TexHonornn Kaspersky
Lab. OcHoBHas dyHKUMS MOAYNS — 3almMTa KOPNOpaTUBHOMO NOYTOBOrO CEpBEpa OT criama u
HexenaTenbHol noyTsbl. Moaynb Traffic Inspector Anti-Spam MoxeT obpabaTtbiBaTe SMTP-
TpaduK, NPoXoasLMin Yyepes noytoBbin SMTP-wnto3 nporpamMmbl Traffic Inspector. Anti-
Spam ocyLLeCTBASIET pacrno3HaBaH1e crama ¢ UCronb3oBaHMeM 6asbl, pa3pabaTbiBaeMoit v
pacnpocTpaHsieMoii «JlabopaTtopueli Kacrnepckoro». Moay/b roToB K BbINOTHEHWIO CBOEN
3agaum cpasy nocne obHoeneHns 6a3bl M He TpebyeT npeasapuTenbHOro 0byyenus. Ans
COOBLLEHWNIA, pacro3HaHHbIX Kak CrnaM, Ansi COMHUTENbHbIX M 0OblYHbIX MUCEM, MOAYIb
pobaBnser Term B 3arofloBok coobuweHuss u/unm  accoummpyet C coobuieHnem
onpeaeneHHbIi BecoBov KoadduumeHT. [JaHHas MHhopMaLmMs NCMOMb3yeTcsl MPorpamMMoii
Traffic Inspector ans ocywecTBneHms GuabTpauMmn 1 yyeTa noytoBoro tpadwuka. Tarm B
Temax COObLLIEHMI TaKkxe MOryT UCMOMb30BaTbCS MOYTOBLIMU KMEHTaMU AJist UnbTpaLmm
COOBLLEHWIA UM COPTUPOBKU NUCEM MO Narnkam.

‘ ‘ 3amuTa HHPOPMAIMOHHOW 0€30MTaCHOCTH UTPACT BCe O0JIee BAXKHYIO
POTIb B JKU3HU 10001 oprann3annu. «bopoTsest ¢ Bupycamu, ciamom,
XaKepaMH Hy’KHO BO Bce BpeMeHa. D1o 6eccriopHo. Ho eciu B mepuos cuib-
HOM SKOHOMMKH BCE CIIOCOOBI JOITyCTUMBI — H IOPOTHE, U ACLIEBLIE, U JIeUe-
HHE, ¥ TPOQUIIAKTHKA, TO BO BpEMEHa, KOTr/ia J1to0as OIiOKa MOXET IPUBECTH
K JICTaJIbHOMY HCXOJLY, K 3aIIUTe HH(POPMALIMOHHON 0€30MaCHOCTH KOMIIAHUN
HY>KHO U IOAXOJIUTH COOTBETCTBYIOIIE — KaK K BOIIPOCY KU3HU U CMEPTH.
Ucnonb3oBanue Traffic Inspector coBMEecTHO €O LUTIO30BBIM AHTHBHUPYCHBIM M aQHTHCIIAM-
IJIarMHaMu, pa3pa0oTaHHBIMM CcOBMecTHO ¢ «Jlaboparopueit Kacnepckoro», mnomoxer c
ONTUMAJIbHBIMU 3aTpaTaMU 3aLIUTUTh BaXKHbIE JAHHBIC KOMIIAHUU OT BPEAOHOCHBIX IIPOrPaMM U
n30€XXaTh OrPOMHBIX ITOTEPb.
Anppeit JlaBujgoud,
ynpasisionmii napraep npoekra Traffic Inspector

‘ ‘ B peannsix 21 Bexa 5KOHOMUYECKHIA KPU3UC —3TO NPUUMHA HE CHU3UTh, &

JOIIOJIHUTECIbHO YBECJIWYUTb MHHBCCTHULHUU B MH(bOpMauHOHHy}O
6e3onacHoCTh. 3a ropl coTpyaHndecTsa ¢ komnanueil «Cmapt-Copr» Mbl
yOeMINCh, YTO UMEEM JIeJI0 C HaJ[eKHBIM U OTBETCTBEHHBIM NApTHEPOM,
BaKHEHIIel 3a00TOH KOTOpPOTo SBISIETCS 0E30MacHOCTH MOJIb30BaTeeh
cBoux pemennid. WurerpupoBanneie B Traffic Inspector TtexHoiorum
«Jlaboparopun Kacmepckoro» mo3BossT 00ecreunTh BRICOUAHIII ypOBEHb
0OHapyKeHHS yTPO3 U cllaMa, 4To, B COYeTaHNH C COOCTBEHHBIMU HOY-Xay CMmapT-CodT, nemaer 3o
PpelIeHIe OTHIM U3 CaMBIX TPUBIICKATEIEHBIX TPOYKTOB Ha CETOAHSIIHEM PHIHKE.

VBan YetnH,
PYKOBOIMTEIb MAPTHEPCKHUX NPOoeKkToB JlenapraMenta
nuensuposanus «JlaGoparopun Kacnepckoro»

Bo BpeMsi cnnoyeHHoM paboTbl ABYX KOMMaHWM CleunanmcTbl C 06emx CTOPOH NoKasanu
BbICOKMI npodeccroHanusM, Mo3UTUBHYIO U BecriepeboiHyto paboTy. KomnnekcHbIi
noaxoa MNapTHEPOB Mo3BOMWUI obecrneunTb 6e3onacHble aencteua B Cetn 6onee 100
TbiCSYaM NOJb30BaTENEN.
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